
Nonspecific DCT-block Fingerprinting based on
Incomplete Cryptography for DRM system

Ta Minh Thanh
Department of Network Security

Le Quy Don Technical University
100 Hoang Quoc Viet, Cau Giay,

Hanoi, Vietnam.
Email: taminhjp@gmail.com

Munetoshi Iwakiri
Department of Computer Science

National Defense Academy
1-10-20, Hashirimizu, Yokosuka-shi,

Kanagawa, 239-8686, Japan.
Email: iwak@nda.ac.jp

Abstract—In the present digital world, Digital Rights Man-
agement (DRM) is essential to enforce persistent data protection
right from the moment it is published. In spite of a need for
DRM there are significant weaknesses in the current technology.
Generally, DRM system is achieved with individual function
modules of cryptography, fingerprinting and so on. In this typical
system flow, all digital contents are temporarily disclosed with
perfect condition via decryption process. This paper describes
the elemental idea of a DRM method which is composed of
an incomplete cryptography based on nonspecific DCT-block
(Discrete Cosine Transform) and user fingerprinting mecha-
nism to control the quality of digital contents. There are two
fundamental steps in our proposed cryptography: incomplete
encoding and incomplete decoding. These two steps will create
the scrambled content using as trial content and fingerprinted
content is used to prevent unauthorized duplication or business
of digital contents, respectively. Experimental results on standard
JPEG (Joint Photographic Experts Group) format show that the
proposed method is suitable for DRM in the network distribution
system.

I. INTRODUCTION

Due to the advent of network and computer technology,
there has been an explosion in the use of digital media through
electronic commerce and online services. Since digital media
are easily reproduced and manipulated, anyone is potentially
capable of incurring considerable financial loss to the media
producers and content providers. Thus the need for an effective
rights management system where only legitimate consumers
can have access to digital content [1], [2], [3].

A DRM system usually contains encryption and key man-
agement, access control, copy control, identification, tracing
and billing mechanisms. Access control must be done using
an adaptable set of usage rules that define what the user can
do with the content. Copy control is used to prevent making
unauthorized copies of the content and usually hard to achieve.
Identification and trace can be used as a last resort to follow
the source of pirated copies and enable legal action [4], [5],
[6].

In recent researches, the fingerprinting information such as
user’s information is embedded into the content to prove legal
users or trace the source of pirated copies. However, conven-
tional DRM technologies are manipulated by encryption and
fingerprinting method separately. Therefore, original content is

disclosed temporarily inside a system in the user’s decryption
(key management process) [3]. In that case, users save original
contents without watermark information and distribute via
network.

In this paper, we present a new DRM technique based on an
incomplete cryptography system using nonspecific DCT-block
in encoding and decoding process, which can hold promise for
a better compromise between encryption and fingerprinting
for emerging digital rights management applications. The
proposed method will deteriorate the quality of original con-
tents to make trial contents for distribution to wide users via
network. The quality of trial contents will be controlled with a
watermarked key at the incomplete decoding process, and user
information will be embedded into the incomplete decoded
contents simultaneously.

The rest of the paper is organized as follows: in Section 2,
we briefly review the incomplete cryptography system. The
implementation of fingerprinting method based on nonspe-
cific DCT-block using incomplete cryptography is explained
in Section 3. Experimental results on JPEG algorithm are
presented in Section 4 to demonstrate the performance of
proposed method in the network distribution system. Finally,
we conclude in Section 5.

II. OVERVIEW OF INCOMPLETE CRYPTOGRAPHY

The proposed incomplete cryptography[7] consists two
steps: the incomplete encoding and the incomplete decoding.

In the incomplete encoding process, content P is encoded
based on the encoder function E with encoder key k to make
the scrambled content C.

C = E(k, P ) (1)

Here, C can be simply recognized as a part of P
(even if C is not decoded). This feature is called
incomplete confidentiality.

On the other hand, the incomplete decoding process is
different from the complete decoding process. C is decoded
by using a decryption function D′ ̸= D and a decoded key
k′ ̸= k.

P ′ = D′(k′, C) (2)
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Fig. 1. Scrambled method based on incomplete cryptography.

Since P ′ is decoded by another decryption function D′ with
key k′, it will be deferent from original content P . Therefore,
the relationship of P and P ′ is P ′ ̸= P in incomplete cryp-
tography system. This feature is called incomplete decode.

The main contribution of incomplete cryptography is that
the quality of P ′ can be controlled with a particular key k′.
And when C is decoded with k′, P ′ is not only decoded
with slight distortion, but also watermarked with individual
user information that is used as fingerprinting information.
It is the elemental mechanism of fingerprinting based on the
incomplete cryptography system.

III. THE FINGERPRINTING METHOD BASED ON
NONSPECIFIC DCT BLOCK

Since the incomplete cryptography has incomplete confi-
dentiality and incomplete decode feature, it makes no value
to a secret transmission system. However, the incomplete
cryptography is able to manipulate the contents via an in-
formation transmission system so far as the distortion level
permits. Especially, if features of the incomplete cryptography
are implemented to a DRM system, the incomplete encod-
ing (make scrambled content) and the incomplete decoding
(make watermarked content) processes are required to resolve
the above mentioned problem. The scrambled algorithm and
watermarked algorithm are explained in the following subsec-
tions.

A. Scrambled method

The scrambled content is used as trial contents, which is
delivered to users via network. The scrambled content has an
important role in user’s decision of purchase. The basic idea
of the scrambled algorithm is shown in Fig.1. Suppose P is
a JPEG image in the domain of original contents, k is an
encoder key and E is an encoder function. E will encode
a part of P and degrade the quality of P . To create the
scrambled content C, we choice the nonspecific DCT blocks
Qt that is randomly chosen by key t. By encoding the DCT
coefficients in Qt, the quality of P is degraded. This ran-
domization is expected to increase the security of the system
and makes guessing difficult. Commonly used randomization
in selecting the DCT-block are - selecting all even blocks
for encryption, selecting all odd blocks for encryption or
selecting 10%, 15%, 20%, 25%, · · · , 100% blocks and so on.
These are obviously good but chances of guessing are more.
The randomization approach proposed in this paper places
itself far from these guesses.
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Fig. 2. Watermarking based on incomplete cryptography.

B. Fingerprinted method

In the proposed method, the decoded content P ′
i is different

from the original content P . Assume that a user R can decode
C to P ′

i that closes the quality of P , then we can propose
a watermarked algorithm to control quality of P ′

i [7]. The
watermarked algorithm is explained as follows (see Fig.2).

Suppose a user R receives a decoder key k′i from producer T
and decodes scrambled C. Here, if k′i ̸= k, it is clear to decode
P ′
i ̸= P . But, as shown in Fig.2, if quality of P ′

i is sufficient
for the user, even if k′i ̸= k, user can not sense the distortion
which is inserted into P such as copyright protection codes. k′i
is also used to embedded the user information into the chosen
blocks Qt at random positions in Qt. Using k′i, we present a
fingerprinted method that embeds the user information in the
least significant bits (LSB) of randomly chosen locations in
Qt for distinguishing the legal users.

Thus, T can control the quality of P ′
i (watermarked con-

tents) with a particular key k′i (watermarked key). Then, when
the user decodes C using k′i to make P ′

i , P ′
i is not only

decoded with slight deterioration, but also watermarked with
particular information (i.e. user information). It is the ele-
mental mechanism of watermarking based on the incomplete
cryptography system.

C. Proposed DRM based on incomplete cryptography

A DRM system requires to enable the distribution of orig-
inal contents safely and smoothly, as well as to enable the
secondary use of contents under rightful consents. When a
DRM system is constructed using incomplete cryptography
to implement a content distribution system, it is not only the
safety distribution method to users, but also the solution of the
conventional DRM problem.

Before distribution, T has a digital content P and needs
to be sent to users as much as possible. Thus, T creates
a scrambled content C with encryption key k based on
incomplete cryptography. The result of the encryption process,
C is to disclose a part of P . It means that C is maintained over
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the minimum quality of P . T distributes C to users widely
via network as a trial content.

After trial C, R decides to purchase a digital content.
Then, R has to register his/her individual information. This
information will be used as the watermarked information (wm)
and to be embedded into the content. When T receives the
purchaser’s agreement, T sends a watermarked key k′i to the
user R. k′i is the incomplete decoding key and it is prepared
individually to each user.
R decodes C using k′i and obtains the high quality content

P ′
i . In this decoding process, ID information (wm) of user will

be embedded in P ′
i as the copyright information.

Therefore, when a producer wishes to check whether the
users is a legal user, he/she can extract the watermarking
information from P ′

i and compare with his user database. If
the watermarking information matches his database, the user
is a legal user. Conversely, if the watermarking information is
a different from his database, the user is an illegal user.
Note tℎat, in this study, robustness is not the major con-

cern. Therefore, we derive analytic bounds of the embedded
signals to achieve the highest transparency and ensure that our
technique can trace the traitor exactly.

IV. SIMULATION RESULTS

In this section, we explain the mechanism to create the
scrambled content for a trial content. Then, an algorithm to
make the watermarked key is used to decode the scrambled
content, then the user information is embedded into the
decoded content at the incomplete decoding process with the
key. We implemented the most fundamental method based on
the standard JPEG algorithm[9].

To make scrambled and incomplete decoding contents of
JPEG, and we have selected the quantized DCT coefficients
in DCT-block to implement the incomplete cryptography.
There are two reasons for this choice. First, it is easy to
control the image quality which stored in the quantized DCT
coefficients as digital data. The second reason is flexibility
of making a variation of content by selecting a luminance
component (Y component) and two chrominance components
(UV component) in the quantized DCT coefficients.

A. Incomplete encoded method

First, various parameters such as the side information,
entropy code, and so on, are extracted from JPEG data.
Suppose that the DCT-block Qt that is chosen by random
key t will be scrambled and specified coefficient P is selected
from the quantized DCT coefficients in Qt. We proposed a
new watermarking method to control significant bits of DCT
coefficient for making scrambled and incomplete decoding
content. In this method, lower bits except for most significant
bit(MSB) of “1” in P are encoded by a random code to
scramble JPEG image. The scrambled method is described
as follows:

Step 1. A random key t is generated to choice quantized
DCT-block Qt.

Step 2. A 8-bit of key k is generated to scramble a quantized
DCT coefficient P in Qt.

Step 3. A shift coefficient m can be obtained using the
following calculation.

m← 8− ⌊log2(|P |)⌋ (3)

where the symbol ⌊.⌋ is the floor function. k is shifted m bits
to prepare the encryption key km.

km ← k ≫ m (4)

Step 4. The significant bits of P are encoded with using
km to make scrambled content C. The scrambled content C
is given by,

C ← P ⊕ km (5)

where the symbol ⊕ is the XOR function.
In the scrambled method, the scrambled content C is

disclose a part of P because the exception MSB of P is
encoded. C is widely distributed to users as a trial content
via network.

B. Incomplete decoded method

T generates a decryption key k′m and sends it to R. The
incomplete decoded method is described as follows.

Step 1. T extracts 1-bit w from userID and defines the
least significant bit (LSB) of key km as

k′m ←
{

km ⊕ (P & 0× 01) (if w = 0)
km ⊕ (P & 0× 01) (if w = 1)

(6)

where the symbol & is the AND function and the symbols P
is NOT function of P .

Step 2. T prepares watermarked key k′m based on Step 1,
and delivers to R.

Step 3. R decodes the scrambled C by using k′m and obtains
incomplete decode content P ′.

P ′ ← C ⊕ k′m (7)

In the decoding process, user information (userID) is em-
bedded into the LSB of quantized DCT coefficient P ′ at some
particular position of DCT tables. The advantage of incomplete
cryptography is that when decoding the scrambled content C,
watermarking information is simultaneously embedded into
the decoding content. Therefore, it is possible to implement
the watermarked process while decoding.

Additionally, when a producer verifies the legal user of
content P , he/she can extract the user information from LSB of
a particular DCT coefficient using a random key t for detecting
DCT-block Qt and a secret key ks for extraction fingerprinting
bit. In this paper, ks is the LSB of each pixels in P ′.
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Fig. 3. Examples of images (Girl, quality: 75).

TABLE I
EXPERIMENTAL RESULTS (PSNR[DB] AND EMBEDDED BITS).

Image Block[%] P C P ′ Emb.[bit]
Girl 25 32.71 28.00 32.82 3117
Girl 50 32.71 24.48 31.07 6607
Girl 75 32.71 21.62 30.39 9801

Aerial 25 30.20 25.77 29.27 3863
Aerial 50 30.20 22.77 28.27 8397
Aerial 75 30.20 22.47 27.59 12584
Couple 25 34.06 28.05 33.01 3106
Couple 50 34.06 25.40 32.14 6447
Couple 75 34.06 16.63 31.42 9735

C. Simulation results

To prove the efficiency of proposed method, we used Girl,
Aerial, Couple (256×256, 8-bit color) image in SIDBA1

database and create JPEG image with quality 75. We also used
PSNR (Peak Signal to Noise Ratio) [7] to evaluate the JPEG
image quality. To generate the encryption k and random key t,
we used function rand() of GCC version 3.3.2 with seed = 1
and seed = 2. We also applied the proposed method for 25%,
50%, 75% DCT-block, respectively, in each JPEG image to
control the quality of experimental image.

Assume that a quantized DCT coefficient in random DCT-
block Qt is P = 21; then P can be expressed as binary bits
P = 101012. As in the scrambled method, we generate an en-
coded key k, and set that as k = 31(k = 111112) for example.
For encoding P , we calculate m = 8− ⌊log2(|21|)⌋ = 4 (see
formula (3)). m is used to create km = k ≫ m = 31 ≫ 4;
then, km = 000012. Finally, following (5), C = P ⊕ km =
101012 ⊕ 000012 = 101002(C = 20) is scrambled. To
illustrate the decoded process, let us assume the watermark
bit as w = 1, then k′m = km ⊕ (P & 0 × 01) =
000012 ⊕ (101012 & 0 × 01) = 000012 (see formula (6)).

1 http://vision.kuee.kyoto-u.ac.jp/IUE/IMAGE DATABASE/STD IMAGES

If k′m is used to decode C, we can obtain P ′ = C ⊕ k′m =
101002 ⊕ 000012 = 101012. It means that the watermark bit
w = 1 is embedded into LSB of P ′. To extract the watermark
from the watermarked JPEG image, it can be extracted from
LSB (as the extract key ks) of P ′ and compare with userID
to confirm the illegal user.

The experimental results are shown in Fig.3 and Tab.I.
We see that the fingerprinted JPEG images (Fig.3 (a-3), (b-
3), (c-3)) are not distinguishable from the original JPEG
images (Fig.3 (a-1), (b-1), (c-1)). The scrambled JPEG images
(Fig.3 (a-2), (b-2), (c-2)) are degraded about 20dB, and they
seem appropriate as trial content. We calculate PSNR value
of the output JPEG images in every processes and extracted
the watermark information (embedded binary data) perfectly
from the incomplete decode JPEG images. In our method, we
extracted LSB of quantized DCT coefficients. In addition, from
results of Tab.I, we recognized that we can easily control the
quality of trial image by utilizing the number of DCT-block
(25%, 50% or 75%)

V. CONCLUSION

In this paper, we have established the novel DRM system in-
tegrated with fingerprinting based on incomplete cryptography
system. And, the original content is not decoded temporarily
inside the system. Thus, we conclude that the above technical
problem by the conventional DRM system is solved by using
the incomplete cryptography system. The effectiveness of the
proposed scheme has been demonstrated with the aid of
experimental results. Therefore, we conclude that proposal
method is useful for the rights management technology in
illegal content distribution via network.
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