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Abstract — Signing electronic messages authentication is an issue
of significant importance for computer and telecommunication
systems. To solve efficiently some special practical problems the
multisignature protocols are applied. New multisignature
protocols based on the elliptic curves and discrete logarithm
problem in finite groups are proposed to solve the problem of
simultaneous signing contracts. The protocols provide
simultaneous generation of the collective digital signature. There
are considered the following two cases: 1) a group of signers are
signing simultaneously one document and 2) several different
groups of signers are signing several different documents. The
signature verification is performed using collective public key
computed from the whole set of individual public keys as the
some convolution of this set.

Keywords — Digital signature, collective digital signature,
discrete logarithm problem, multisignature schemes, public key,
simultaneous signing contracts, composite digital signature.

I. INTRODUCTION

Information authentication with digital signatures (DS) is
widely used in large information system. Different practical
problems connected with electronic information authentication
are solved with different types of the DS protocols. There are
developed the following protocols: group signature schemes,
multisignature schemes, aggregate signatures, blind signatures
[1-3].

There are known different constructions of the
multisignature schemes [1, 2]. However only few of them
provide the property of internal integrity that means no
manipulation with the signature is possible during and after the
signature generation. Recently a special type of the
multisignature schemes called collective DS has been proposed
[4]. The internal integrity property is provided by that
approach. It can be applied to develop multisignature protocols
based on difficulty of finding discrete logarithms in different
types of finite groups. The collective DS protocol solves
naturally the problem of simultaneous signing an electronic
document (contract).

In present paper new variants of the collective DS protocols
are developed and proposed for solving the problem of
simultaneous signing a packet of electronic messages by
different sets of signers.
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The rest of the paper is organized as follows. In the second
section the general structure of the collective DS protocols
based on computing convolutions from some sets of individual
parameters produced by signers is considered and used to
design the collective DS based on Russian standard GOST R
34.10-2001. In the third section a new variant of the collective
DS protocol, called composite DS, is proposed. The protocol
allows one to produce a short signature confirming the fact that
several different documents are signed by different sets of
signers. The composite DS protocols suite well for
simultaneous signing a package of contracts. It uses a special
procedure for computing the collective public key. It is also
proposed a method for transforming the collective DS protocol
into the composite one. Section 4 concludes the paper.

II.  COLLECTIVE SIGNATURE PROTOCOLS

A. Collective Digital Signature

The collective DS protocol proposed in [4] is based on
difficulty of finding the kth roots modulo prime p =Nk + 1,
where k is a large prime (| kl> 160 bit) and N is such even
number that | p | > 1024 bit. That protocol uses the collective
process of the formation of some common random parameter £
that depends on the message to be signed and on some set of
random values generated by each of the signers participating in
the protocol. The parameter E is the first part of the DS, which
is used individually by each signer to compute his share in the
collective DS. Then the convolution S of all shares of the
signers is computed as the second part of the collective DS
(E, S). Generalized structure of this protocol is presented in
Fig.1 and 2.

The protocol works as follows:

The individual public key is computed as the kth power of
the private key X: ¥ =X mod p.

Suppose some subset of m users is to sign a message M
with some single collective DS and the jth user owns the
private key X;<p and the public key Y; :Xjk mod p, where
j=1,2,...,m.

The Collective DS algorithm defines the following signature
generation procedure (see Fig.1):

1. Each user generates a random value #; <p and computes
the value R; = t_,«k mod p, where j =1, 2,..., m.

2. The common randomization value R is computed as a
convolution of all individual values R;:



R= R]Rz... Rm modp
3. The first part E of the collective DS (E, S) is computed
using some specified hash function Fy: E = Fi(M, R).

4. Using the convolution R and individual values # each of
the users computes its share in the collective DS:

S=X"tmodp, j=1,...,m.
5. Compute the second part S of the collective DS:

S= S1S2. .. Sm modp
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Figure 1. Collective DS generation procedure

The CDS verification procedure is performed as follows
(see Fig. 2):

1. The collective DS verification procedure uses the
collective public key Y that is also computed as a convolution
of the set of individual public keys Y; of all signers:

Y= Y]YZYm modp
2. Using the CDS (E, S) compute value R":
R*=SY* mod p.

3. Compute E*= Fy(M, R*).

4. Compare values £’ and E. If E* = E, then the signature is
valid.

Otherwise the signature is false.
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Figure 2. Collective DS verification procedure
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In this collective DS the signature length is equal to |El +

st = Jpl.

Let us consider attack that is efficient in the case of small
size of the compression function Fy(M, R), for example in the
case of small value |df. It can be performed as the following
algorithm:

1. Select at random the values £ < dand S < p.

2. Compute value R* = $Y* mod p.

3. Calculate value E*= F(M, R').

4. Compare values E£* and E. If E*#E, then jump to step 1.

On the average the work effort of this algorithm is =26
exponentiation operations, since Pr(E*#= E) = § . This attack is
infeasible at present, if F(M, R) = 160 bits.

B. Implementation of the Collective DS protocol using
standard GOST R 34.10-2001

Using the mechanism of computing convolutions and the
general structure of the protocol considered above we have
developed the collective DS protocol based on Russian
standard GOST R 34.10-2001 [5].

The standard specifies the DS algorithm based on the
elliptic curves (ECs) defined over the ground field GF(p) with
the following equation:

Y =x+ax+bmodp,

where a,b € GF(p) and y and x are coordinates of the EC
points.

For details of the EC cryptography see [6, 7].

Suppose it is given an EC satisfying the requirements by
the standard and G is the EC point having large prime order g.
Each of m signers generates his private key &; and his public
key O;=kG,j=1,...,m.

The collective DS protocol using GOST R 34.10-2001 is
described as follows:

1. Each of signers selects a random value # and computes
the EC points R;:

2. It is computed the following convolution of all points R;:
R=R+R,+ ...+ R, and the value r=x mod g, where x; is
the abscissa of the EC point R. The value 7 is the first part of
the collective DS.

3. Each user computes his share in the collective DS as
follows:

s; = (rk;+ t;e) mod g,
where e = H mod ¢ and H is the hash function value computed
from the document to be signed.
4. The second part of the signature is:

s=s1ts;+...+ 5, modgq.

The collective signature is (7, s).



To verify a collective DS one is to perform the following
steps:

1. Compute the collective public key as the point

O=01+ Ot ...+ Oy
2. Compute the EC point:

R*=(se " mod 96+ ((g — re " mod ¢)0. X
3. Compute the value » = xz+ mod ¢q and compare » and r.

If ¥ = r, then the collective DS is valid.

In this protocol none of the signers generates his individual
signature. He generates only its share in the collective DS that
corresponds exactly to the given document and to the assigned
set of m users. Besides it is computationally difficult to
manipulate with shares sy, s, ...,s,, and compose another
collective DS, relating to some different set of users. This fact
imparts on the collective DS the property of the internal
integrity, therefore the proposed protocol solves efficiently the
problem of signing simultaneously a contract [3].

The proposed protocol possess the following advantages:

i) the digital signature length is sufficiently small and does
not depend on number of signers (the collective DS length is
equal to the length of individual DS provided by the underlying
DS algorithm);

ii) the standard public key infrastructure (PKI) is used;

iii) the protocol is based on the DS algorithm recommended
by official state standard;

iv) the protocol can be efficiently used in practice for
simultaneous signing a contract;

v) the protocol is as secure as GOST R 34.10-2001 is
secure.

The last fact can be proved using the technique applied in
[4] to prove security of the collective DS based on standard
GOST R 34.10-94 regarding to the following two types of
general attacks.

The attack of the first type corresponds to forgery of the
collective DS.

The second type attack corresponds to scenario of the
calculating the secret key of one of the signers, which shares a
collective DS.

In the first attack it is assumed that m — 1 legitimate signers
attempt to create a collective DS corresponding to m signers.

In the second attack it is assumed that m — lsigners that
shares some collective DS (7, s) with the mth signer are trying
to compute the private key of the mth signer.

It has been proved [4] that any successful method to
perform any of the attacks allows breaking the underlying DS
algorithm.

III.

The protocols considered in Section II provide efficient
solution of the problem of simultaneous signing a contract. One
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can generalize the last problem formulating the problem of
simultaneous signing a package of contracts, different contracts
are being signed by different sets of signers. To solve this
extended problem in this section two different variants of the
collective digital protocols are proposed. These variants of the
collective DS protocols are called composite DS.

A. Variant 1

The first variant of the composite DS scheme uses special
verification equation and collective public key computed
depending on the hash function values of the documents to be
signed. The protocol is based on difficulty of finding discrete
logarithm modulo large prime p = Ng + 1, where ¢ is a large
prime and N is an even number.

Suppose some m users are to sign m different messages
M, M, ..., M,, with some single composite DS. Suppose also
the jth signer owns the private key k; <p and the public key

y,»:gkj mod p, where j =1, 2,..., m.
The composite DS is computed as follows:

1. Each signer participating in the protocol generates the
randomization value R;= gtj mod p, where ¢ is a random
number generated by the jth signer, j=1,2,...,m and g is a
specified number having the order ¢ modulo p.

2. It is computed the convolution of all randomization
values R;,j =12, ..., m:

R= R]Rz. ..Rm modp
3. It is computed the value e that is the first part of the
composite DS:

e=Rmodgq.

4. Each of signers computes his share in the composite DS
using the following formula:

S; =1t — eh;k; mod ¢,
where #; is the hash function value computed from the
document M; to be signed by the jth signer.

5. It is computed the value s that is a convolution of all
shares:

S:SI +S2 + ...t Sm mod q.
The pair of numbers (e, S) is the composite DS.

The composite DS verification protocol is performed as
follows:

1. Compute the collective public key corresponding to the
specified set of the signed documents, using the formula:

_hy hy I3 hj
Y=y1 Y2 y3 ...ym’ modp,
where 7#; is the hash function value computed from the
document M;.
2. It is computed the value R'= y“gsmodp and
¢’ =R "mod g.

If e* = e, then the composite value is valid.

Peculiarity of this protocol is using special type of the
verification equation and computing the collective public key
depending on the documents to be signed. There are no DS



schemes specified by official standards, which is suitable to
implement the composite DS protocol.

B. Variant 2

In order to provide possibility to use the standard GOST R
34.10-2001 as the underlying DS algorithm in the composite
DS protocol it is proposed the modification of the second
collective DS protocol described in Section II.

There are performed all steps of that protocol, except
computing the value e.

In the collective DS protocol this value is computed as
e=H mod g, where H is the hash function value from the
given document.

In the composite DS protocol the value e is computed in
three steps:

1. Compute the hash function value 4; from each of the
documents M;,j=1,2, ..., m.

2. Compute the has function value from the concatenation
of all hash functions /4; and all public keys of the signers

H=Fy(|p1l halyall-. Anllyim)s
where the hash function value /#; is followed by the public key
of the jth signer forj=1,2, ..., m.
3. Compute the value e = H mod g.

This mechanism allows one to transform the given
collective DS scheme into the composite DS scheme. In such
protocols it is assumed that the public key y; indicated just after
the hash value /; means that the jth signer agrees to sign exactly
the document M; that corresponds to value 4;.

IV. CONCLUSION

Two new protocols for computing the collective signatures
have been proposed.

In the first protocol a set of signers sign the same electronic
document. No partial computations can be interpreted as some
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valid signatures. Therefore the computed collective signature
means that all signers have signed the document
simultaneously.

In the second protocol the computed composite DS means
that some specified subsets of signers have signed different
documents simultaneously. Thus the proposed protocols are
efficient as solutions of the problems of simultaneous signing a
contract and package of contracts, which suites well for
practical application.

It is valuable that the protocols can be implemented using
the Russian DS standard GOST R 34.10-2001 as the
underlying DS scheme.
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