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A Novel Image Waterm

arking Scheme Using

Ly

Decomposition

Phuong Thi Nha
Le Quy Don Technical University
Ha Noi, Viet Nam
phuongthinha@gmuil.com

Abstract—In recent years, protecting copyright of digital images
is an indispensable requirement for owners. To against with rnpld'Iy
increasing of attacks, many techniques have heen proposed in
transform domain for ensuring quality of watermarked image,
robustness of extracted watermark and execution time. Among
these techniques, LU decomposition is considered as an outstanding
technique in term of computation. However, it is that not all
square matrices have an LU decomposition. Therefore, the suitable
blocks need to be chosen before factorizing pixel matrices into
lower and upper triangular matrix. In addition, in order to
improve the invisibility of watermarked image, watermark should
be embedded on one clement of L matrix instead of two clements
as the previous proposals. In this paper, we propose a novel
image watermarking scheme which is based on strategy of LU
blocks selection and an improved embedding method. Beside that,
the extraction time is significantly sped up by a new solution
to get out L(2,1) and L(3,1) elements of L matrix without
performing LU decomposition in the extracting stage. According
to the experimental results, our proposed method not only has the
much better visual quality of watermarked images, but also can
effectively extracts the watermark under some attacks.

Index Terms—image watermarking, LU decomposition, block
selection strategy, embedding formula, extracting formula

I. INTRODUCTION
A. Background

Nowadays, copyright protection is more and more becoming
important because the digital data is very easy to modify or
fake information of owner in support of modermn tools. To
protected ownership, a technique called watermarking has been
researched by many researchers in recent years. Watermarking is
a technique with similarities to steganography. It is the operation
of hiding watermark into digital data where exists a relationship
between the watermark and the carrier signal (1],

Depending on the watermark embedding domain, we can
separate digital watermarking methods in form of spatial domain
and transform domain [2]. Spatial domain based methods haye
low computational complexity, but they are not often robust
against almost image attacks. On the contrary, in transfo,
domain methods, the host image is first transformed into :'hm
frequency domain by several transformation methods such p
discrete cosine transform (DCT) [3], discrete wavelet transf "
(DWT) [4] or matrix decomposition such as singular '
decomposition (SVD), QR decomposition, LU decamaner
Schur decomposition. Although these watermarkin 2,
have high calculation time, they are often stron . m¢tho.ds
domain based schemes. ger than spatial

While the time required to cond; ion:
11n* flops, the Schur decompos;lt‘i:;: VnD st on L6y

eeds fewer
978-1-6654-0435-8/21/531.00 ©2021 [EEE PoRtbar of
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flops which is approximately 81" /3 for 1. 1 mariy (6], Tha
the reason why some researchers focused on kind of .},,; m,u,'
analysis [5], [6]. Su [6] proposed a new Schu 'h'""llpm:'m
based algorithm where the U(2, k) and U(3. k) clemen 0{“;

unitary matrix are chosen for embedding (with J: iy 4 roy indey
of D triangular matrix that contains the bigpest vajye),

In order to strengthen the robustness of watermark, many &,
thors combined different transforms such as DWT and SVD (1
[12], DCT and SVD [13], DWT and DCT [14], DWT gy
OR [15], [16], or DWT and LU [17]. In 2016, Dongyan Warg

et. al. [17] combined DWT and LU decomposition o produg
a novel scheme. In this research, the author executed onelewd
DWT transformation on (& channel of original image, divided
into 4x4 blocks and applied LU computation on LH and HE
subbands after that, Watermark, which is encoded by Amod
algorithm before it is converted to binary sequence, is embedded

on U(1,4) element of U upper triangular matrix. Furthemor
there is a combination of DWT and SVD which is proposes
by Lou in 2020 [7]. In this proposal, Lou decomposed the s
image into four subbands by DW'T transform, and LL is splitied
up non-overlapping 44 blocks at fisrt. For each block, SVD
decomposition is performed on LI subband and the suitdble
SVD blocks will be chosen with an optimal selection policy
After that, adaptive embedding factor is calculated based 08
information entropy for each block. The experimental results of
these proposals showed that robustness of extracted Wl

i more improved than previous rescarch. Normalized Cofi
lation (NC') values, which measures robustness. 4 ”ffnz
to 90% for almost image attacks. However, the mvlsl‘t')ll‘[y
watermarked images is only around 40dB by Peak 5
Noise Ratio (PSNR) value. hich
Difference from above methods, LU/ decompo ]“(’?'lh:ﬁrﬂ

often hides information on the 2% and 37 clements vantage ®

column of L lower triangular matrix, has a big

tt?rm of computational complexity. Su ¢f. al. [2] found of ¢
Slm.ilarity between any two elements in the first colums 8
lower triangular matrix L after performing LU ‘11"“",”]::(;,”
on 4x4 image pixel blocks. After that, Normalized COPEg

(NC) value between these elements is conl["“"”}! !.))rf:iﬁn‘
needed ones. Experimental results showed (ha! I L[‘,rmzrk"i
I extremely easier than other transformations, ' * J:c Su o
mage often has bit worse invisibility. This 1* }"’“m, it Jed ¥
°mb?dd¢d on two elements (L(2,1) and L3 ] @
modified two rows of pixel matrix, This chang® ”.,, al
the quality of watermarked image. Therefore. i ”“‘mp‘,siﬂ"
solution for watermarking scheme based o1 | Sl

and our contributions in this paper include:

1 1P‘icl
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or LU decomposition,
_ihavc the better inyis;.

1) and L(3,1) of J,
mposition in order (o
xtracting process.

ollows. First, improved
1. In Section III, a proposed

| in detail. The experi-
sed in Section IV, Finally,
t:&m of a paragraph.

psed in form of a product

(1

and U is an upper
omposition. Because
we consider L matrix

on

n is an approach designed
‘some researchers found
tion. In [17], Dongyan
exist in all cases and
can be conducted is the
with £ = 1 : n”. Beside
mes it is impossible
er triangular”x “upper
ions are represented in

\ single counter example.

= LU with factors

U U2
,,— [ 0 Uzz] 9
L11U12 3
12 + LoxUa2 &

U;; = 0, which in tum
U;; must be zero. As a
is not invertible (because
only if their diagonal entries
on with the fact that A is
and U must be invertible
ertibility of products). Thus,
that A cannot have an LU

S A IS | L = a :
HE U SU”AB] E B| 0OC K§ ) 0) MA
GES

Percgm‘“ (%)

y
55317

H
£

4 it i
Position provided that 4] ; ible Matnx A has an LU decom.
determinants,

"1:'0 illustrate for these
fhgltal images. The ex
Images with size of
4%4 blocks, so the to
number of unsuitable

arguments, we surve

: surveyed on some

[;;lgments are pcrfonncd on seven color

i tZ<512. Each image is divided into
locks are 16,384, We calculate the

blocks which do not a i
F( gree with th
proposition, the rate and the Normalized Correlatio: i::zz:

:i];f Sgsf:);oe‘icll;] ;:n[:;]%(;.e The rcisul.ls are expressed in Tab. I. The
€s § 15 a relationshi

unsuitable blocks with NC index. It gct::sw ;16; tt::ec ?::Tb:?f
fewer.lhc number of unsuitable blocks, it has higher N C'gval::
and vice versa. Therefore, in order to improve the ;obustness
of the extracted watermark, it is necessary to chose sﬁilabf&
blgcks before embedding. We need to embed the watermark on
suitable blocks which have LU decomposition instead of the
whole pixel blocks.

C. Considering the element to embed

For image watermarking scheme, selecting the element(s)
to embed is extremely important. In [2], Su et. al. computed
Normalized Cross-Correlation (NCC') between the first column
elements of two lower triangular matrices. The result showed
that Ly; and L3 are the closest elements, so they can be
used to embed information. However, because Su embedded
the watermark bits on these two elements at the same time
for each block, the values of the matrix after embedding are
changed on two rows. Thus, the pixel values of watcnngrkcd
image are modified significantly. This causes the qualny of
the watermarked image is reduced. To address this issue, we
propose a better solution which only embeds on Ly or L3 al'
once for each block. Our proposal makeg : ghangc on one mv»f
of the matrix after embedding, so the i.nvxslbl'lny (the qua?ny 0
the embedded image) is improved. Fig. 1 gives & con;pzrg;::
between formula of Su [2] and our method for both embedding

and extracting stage.

D. An idea for improving execution time
king method, the execution time co:;x::a:l
d extracting time. In almost puhhsh.T Ig e
U decomposition 15 always r‘u o
rocess [2]; [17]. In fau: this
| feature Of Ll

to the specia
ly need to get out

For a watermar
embedding time an ‘
watermarking schemes, L
to perform in the extracting P
is completely unnecessary d.uc e
decomposition. In the extracting SEES
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A, The embedding s198¢

Stage The formuln of Su 2] i The embedding stage includes steps as folfy,q,
IF Ly = Lop and w1, then I Loy & Lo a0 W =12 . Step |
iy law * T ly# b =T _ "The host image is divided ino 4.4
Uy kg = T g N
10y > Loy and w =0, then Iy ¢ Ly w0 =0 060 blocks
timbedding Ly = bawg = T “'l'“'r .Swp2
iy = Loy + T B _ The watermark is permuted by Armold e
where T s the embedding for this operation is considered 1
and watermark, . as 1
'ﬁo"cﬁ:" " (L'”m of sreagh of s Tk;yg penmmd image is convert 1o 4 m "
i 4y,
y if b 2 b’m ary
| o VESE (ol VBT | L pup
~ For each block, assign I3 components 1 4

Fig. 1. Ammmummunummwm o Step 4
& "’ ~ Caleulate determinants of submatrices of 4

: g ! ~ If one of the determinants = 0, come back 1 § 2
of Lgy and Ly; of , matrix. Let consic mummdon = If all determinants # 0, go to Step 5,
10 see the new solu L WO o Step 5
# g sl e 11 . = Decompose A = LU ‘

~ Embed the corresponding watermark valye 4

4) L(2,1) or L(3,1) of L matrix as follows:
- Case L(2,1) 2 L(3,1) and w, = *1”

L'(2,1) = L(3,1)- T,

1 ~ Case L(2,1) € L(3,1) and w; ~
L= ﬁ : ; r'(3,1) = L(2,1)-T,

where 7" is the embedding strength of watermatk
e Step 6 3
s M‘ = Update A to A’ = L'U and assign A’ back 1

éj components of the block. X
= Mark and save the suitable block 10 4 file. THS
- considered as Key2 of the scheme. v

h block, assign B components 1045

he block by comparing to the saved I8
is not in the file, it means =



Watermark
N

Amold
Transform

o
kL

e
L g S———

g process
mark as follows:

where

values to an image.

ND DISCUSSION

extracting.

til all watermark bits are

orm (o get final extracted

can be designed as in

- 512% 512 images from
10sen as the host images,

be the watermark. The
designated as 0.027
[2]. This value is to
the watermarked image

Repeat
until all
watermark
values are
extracted

Inverse
Amold
Transform

W

Extracted Watermark Image

Fig. 3. The extracting process

'The results of imperceptibility experiments are shown in
Fig. 4. The figures show that values of PSNR and SSIM of
the proposed watermarking algorithm are higher than the both
method of Su [2] and Lou [7) for all five images. Therefore, the
proposcd method has better invisibility of watermarked images.
This can be explained as follow: the method of Su [2] and
Lou [7] embedded on WO elements for each block. In [7],
Lou embedded on U(2,1) and U(3, 1) of U orthogonal matrix
after doing SV D decomposition. I 1s similar to [2] where Su
modified L(2,1) and L(3,1) of L lower riangular matrix at the
same time. Thus, this leads a big change the pixel values after
embedding. As 2 result, the quality of the watermarked image
will be pulled down. In contrast, our method impacts on one
clement for cach block, s0 the pixel matrix is only changed on
one row instead of two row as the other methods. In addition,
pecause of selecting suitable blocks before cmhu"dding of the
proposcd scheme, this improvement has a part 1n pu'llftlgf‘ .u‘p
the imperceplibilily. Fig. 4 also points that the \\'ill(.‘l‘“ldlk after
extracting of the prop hod is clearer than met

osed met
[2] and Lou (7]

hod of Su

rimenits
le for building

B. Robustness expe
Robustness is a ne o

watem\ark
often added to asS¢

evaluation princip
¢ processing
ney of this crite

cessary
g, so imag
e efficie

opcmlmn
ron. In our
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C o n e o
s o T Proposed
Method sul2] Luo [7) method
£ i e g
e | -

107 ——
Watermarked image ‘
(PSNR (dB)/SSIM)

‘ 43.4108/0.9893 53.9879/0.9978

| |2 s

r ‘ —T % | o,
Extracted watermark ‘*Z' 3 w‘,

o 0.8977 0.9952

0.8522

: Watermarked image
(PSNR (dB)/SSIM)

).9985
44.3169/0.9931 | 47.92910.9927 | 51.9394/0
Extracted watermark \?’
1 $) 09714
Watermarked image
(PSNR (dB)/SSIM) ] !
. e 2
45.9144/0.9959 | 47.6466/0.9953 | 4%.0773/0.9961
Extracted watermark \"‘V’“ \?’
iy 09158 0.9971
[ & P niaa s
b SO ]
Watermarked image
(PSNR (dB)/SSIM).
34.9126/0.9650 54.09747/0.9993
Extracted watermark XV, o~
pes 0 w
0.9933
Watermarked image
(PSNR (dB)/SSIM) N <
39.3293/0.9910 | 46.0408/0.9976 | 43.7385/0.9963
Extracted watermark 9~ At .M
(NC) W A" 4 w
0.9952 0.9035 0.9956
Fig. 4. The results of invisibility tests
e y

experiments, three watermarked images are chosen to test
under five basic attacks which include blurring, sharpening,
salt&pepper noise, rotation and scaling.

The results in Fig. 5 shows that the proposed method is
very effective under attacks such as blurring, sharpening and
salt&pepper because NC' values are above 0.9 for all these
attacks. Moreover, our method overcomes the schemes of Su
[2] and Lou [7] under these attacks.

For geometric attacks such as rotation and scaling, the
robustness of all three methods is not really attractive. In three
methods, the method of Lou [7] is better than others, particularly
under scaling x2 operation. The reason for this is because Loy
used a combination of DWT and SV D where only LL subband
is chosen for SV D decomposition and after that the watermark
is embedded into u5 and ug elements of U matrix. Although
the proposed method is more improved than the method of
Su [2], NC values are only around from 0.6 to 0.8 and the
watermark cannot be recognized for almost cases. This happens
due to particularity of LU decomposition, As described in
Section I, not all square matrices have an LU factorizatio,
Therefore, geometric attacks can make a change to this proper:;

e T ——
Images | Auacks | Su 2 ﬁ\lmu [7] e pre
EEa e [ e T metheg
Blur | w w ~
(0x02) 0.9609 0.9827 w
[ —— y g 4 U%3n
| o -
Blur ’ wt ; ‘?" »
(©x0.5) 09330 | 0970 i
¢ SO R o
Sharpen W (W) c\
(0x0.2) ! 0.9609 | 09827 R
avion ————-—’4[‘_’”—7 % -
supn | W | W | BT
(0x0.5) 0.9406 09557 e
L e R R LI Y
Salt&Pepper w w \?’ =
(0.002) 0.9569 0.9663 e
— — " 0.9
- ‘ N
Salt&Pepper W 5?" ‘4?'
(0.0 0.9390 09134 b
E -r T~
Bur |\ c’ Q
0x02) | (9415 0.9827 B oo
| —+—26 |
| W Wil W)
§0=5) 0.9292 0.9618 Pl
018 | o
- [ ]
Sharpen W) ‘\""’ \?’
(0x0.2) 0.9415 0.9827 it
Jegs v » | o
Sharpen ’ LYY W) | \?’
(©x0.5) o R
o
Sal&Pepper \’5 \?’ \?’
(0.002) 09396 | 09751 vl
= ”» =
Sal&Pepper W W 0
(o.on 0.9245 0.9342 it
e | G DO
i 0.8552 08977 | 952
G w
w | G | & | O
gisd-5) 0.8436 08591
harpe AT AR ~ |
Girl So e EW W) ‘Wi
Ao 0.8522 0.8977 4952
harpe : | A
Setpss ;f‘ LYY S VY |
sl 0.8421 0.8968 M52
Sal&Pepper ql 6 0 |
Y
e 08470 | 0888 004 i

Fig. 5. The results of robustness tests under blurring, sharpening
Salt&Pepper noise attacks

of blocks. As a result, the watermark after extracting will &
much modified. This is considered as a disadvantage of ¥
schemes based on LU decomposition. The detail of the results
is displayed in Fig. 6.

C. A comparison of execution time

In these experiments, a computer with Inte I* (’areT"u is-
6200U CPU at 2.30GHz, 4.00GB RAM, 64-bit 05 and Vi
Studio 15 is used as the computing platform. Tab. II %
a comparison of the execution time between different mel
For embedding stage, the method of Su [2] consumes t.hel
time, while the scheme of Lou [7] costs the most M k-
calculating. The reason for this is that Lou used 2 Combma‘:‘-‘
between DWT and SV D decomposition, which have y d
computational complexity. Although the both the M€
Su 2] and the proposed method uses LU decompositio™ S
Proposed method spends more execution time than the 0%
[2]. This is because that the proposed method needs (0 chag
select suitable blocks. However, this expense can b C_Omm it
accepted when we consider to effects that it brings it 1%
the quality of the watermarked image as well as (h¢ 1
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