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Abstract—To ensure resistance to attacks with coercion to 
disclose a secret key by an active adversary, the protocol of 
deniable encryption includes a procedure for mutual 
authentication of the sender and receiver of a message with their 
long-term public keys, which is combined with a hidden 
exchange of single-use public keys used to generate a single-use 
shared key, on which the secret message is encrypted. Long-
term public keys are used to generate a shared secret key, on 
which a fake message is encrypted. The produced intermediate 
ciphertexts are converted into a single ciphertext, which is 
computationally indistinguishable from the ciphertext obtained 
by probabilistic encryption of a fake message. This approach 
allows us to build an encryption protocol that is resistant to bi-
sided attacks with coercion, since the disclosure of users' private 
keys gives access only to the fake message and cannot be used to 
prove the possibility of alternative decryption of the ciphertext 
transmitted over a public communication channel. The 
authentication of the single-use public keys is also used to 
implement protocols for secure encryption using short shared 
keys. 

Keywords— information protection, cryptography, encryption, 
deniable encryption, probabilistic encryption, public keys. 

I. INTRODUCTION 

The interest in deniable encryption (DE) algorithms and 
protocols is associated with the prospects of their use in secure 
distributed computing, electronic voting systems [1], [2] and 
as a special information protection mechanism in complex 
computer security tools based on cheating traps [3]. 

A characteristic feature of DE protocols is the possibility 
of alternative decryption of ciphertexts produced during the 
course of protocols. Alternative decryption underlies the 
protocol resistance to potential coercive attacks, in which the 
adversary is supposed to receive the original message and the 
encryption key (in addition to the intercepted ciphertext). It is 
usually assumed that a coercive attack is carried out by a 
passive adversary [1], who has access to the communication 
channel used by protocol participants. The adversary 
intercepts messages that are transmitted during the execution 
of the protocol, and after a communication session, he forces 
the sender and/or receiver to open the secret key and the 
original message. Due to the possibility of ambiguous 
decryption of ciphertexts transmitted during the protocol, the 
attacker is provided with some fake message and a fake key 

that are associated with intercepted ciphertexts by some 
probabilistic encryption algorithm. Since the ciphertexts could 
potentially be obtained during the probabilistic encryption of 
the disclosed message with the public key, the attacker's 
requirements are considered fulfilled and he does not have 
reasonable evidence of incompleteness of the disclosed data, 
i.e. protocol participants can plausibly deny the fact of 
transmitting a secret message. 

Deniable encryption protocols can be built on the basis of 
both symmetric and asymmetric cryptographic schemes. In 
the first case, the receiver and the sender of the message share 
two encryption keys (fake and secret) and in the case of a 
coercive attack, they reveal only the fake key. In the second 
case, the sender of the message encrypts with the receiver’s 
public key, i.e. he must disclose only the original message, and 
the receiver must disclose his private key associated with the 
public key used to encrypt the message. Approaches to the 
construction of practically significant DE protocols with a 
shared secret key are presented in [4]–[6], and DE protocols 
with a public key in [7]–[9], [15]–[18]. 

To protect against coerced attacks by the active adversary, 
in [7] it is proposed to include in the DE protocol a procedure 
for mutual authentication of protocol participants using public 
keys, during which a hidden exchange of single-use public 
keys is carried out. The latter is used to generate a single-use 
shared key, by which a secret message is converted into 
ciphertext, disguised as random data used for probabilistic 
encryption of a fake message using the receiver’s public key. 

In this paper, we consider the construction of a hybrid 
protocol of deniable encryption, in which public keys are used 
during the stage of mutual authentication of the sender and 
receiver of the message and additionally applied to perform 
the public key-agreement procedure for generating a shared 
fake key used to encrypt a fake message. To encrypt a secret 
message, a single-use shared secret key is used, which is 
formed using random values exchanged by the protocol 
participants during the course of mutual authentication 
procedure. 

The following requirements are accepted as the main 
design criteria: 

 high performance; 



 resistance to attack with simultaneous coercion of the 
sender and receiver of the message by the active 
adversary; 

Computational indistinguishability of the ciphertext 
produced by the protocol, which is to be developed, from the 
ciphertext produced by protocol of probabilistic hybrid 
encryption. 

The technique of the authentication of the single-use 
public keys is also applied to design the protocols for secure 
encryption using small shared keys. 

II. HYBRID DENIABLE ENCRYPTION PROTOCOL 

As a method for protecting the secret message in the case 
of active attacks with coercion, the protocol of mutual 
authentication of the sender and receiver of the message with 
their public keys has been included in the protocol. This 
allows you to detect both the violator impersonating the sender 
of the message, and the violator impersonating the receiver. In 
the developed protocol, the Diffie-Hellman key exchange 
protocol [10] and the Schnorr digital signature algorithm [11] 
are used. 

A. Basic cryptosystems 

In the Diffie-Hellman protocol, the numbers p and  are 
specified as general parameters. The number p is a prime of 
sufficiently large size and  is a primitive element modulo p. 
The value of p is chosen so that finding a discrete logarithm 
modulo p is a computationally intractable task using the best 
know algorithm. To use this protocol, each user generates 
private key in the form of a uniformly random number x (1 < 
x < p – 1) and computes his public key y accordingly to the 
formula 

α mod .xy p   

Users place their public keys in some certification 
authority, which confirms the authenticity of the public keys 
by sending out digital public key certificates to everyone who 
wants it. The proposed DE protocol assumes that each 
participant in this protocol knows the genuine public key of 
the other party.  

The procedure of public key-agreement in framework of 
which a shared secret key is computed by two remote users is 
as follows. The sender (user A), using the receiver’s public 
key (user B) yB and his private key xA, computes the shared 

secret key according to the formula Z = yB
x
A mod p. The 

receiver, using the sender's public key yA, and his private key 
xB computes the shared secret key according to the formula 

Z = yA
x
B mod p. The shared key Z will be to be used to encrypt 

the fake message, therefore, it can be called shared fake key.  

During the DE protocol, the described procedure of public 
key-agreement is also used to generate a single-use QAB 
shared key. To do this, the sender generates his single-use 
private key in the form of a uniformly random number kA (1 < 
kA < p – 1) and computes his single-use public key RA 
accordingly to the formula 

A
A α mod .kR p  

Similarly, the receiver generates his single-use private key 
in the form of a uniformly random number kB (1 < kB < p – 1) 
and computes his single-use public key RB according to the 
formula 

B
B α mod .kR p  

Since the number  is a primitive root modulo p, the 
generated numbers RA and RB take on every value from the set 
{1, 2, ..., p – 1} whit the same probability, i. e., the numbers 
RA and RB are uniformly random values (see Statement 1).  

Statement 1. Suppose x is a uniform random variable 
taking on the values in the area of integers {1, 2, …, p – 1}. 
Then the formula y = x mod p defines the uniform random 
variable y taking on the values in the area of integers 
{1, 2, …, p – 1}. 

Proof. The value of the function y = x mod p is random 

due to random argument. Since  is a primitive element, every 
value computed as y = i mod p for i = 1, 2, …, p – 1 is 
unique and lie in the set {1, 2, …, p – 1}. Probability to get 
some fixed value y0 from the last set is equal to probability to 

select the single integer x0 such that y0 = 
x0 mod p. Thus, we 

have Prob(y = y0) = Prob(x = x0) = (p – 1)–1, i.e. the value 
y = x mod p is uniform random one. 

The values RA and RB are sent via a communication 
channel as random requests of the handshake protocol 
performed during the mutual authentication procedure. The 
values RA and RB are also used to compute a single-use shared 
secret key Q: 

A B
B Amod mod .k kQ R p R p   

The Schnorr digital signature algorithm is based on the 
computational complexity of the discrete logarithm problem 
modulo prime p having a sufficiently large size (for example, 
2048 bits) such that p – 1 is divisible by another large prime r 
(for example, 192 – 256 bits) [12]. A number g is also 
specified, the order of which modulo p is r. The public key is 
computed accordingly to the formula y = gx mod p, where x is 
the private (secret) key of the owner of the public key y. In 
addition to performing digital generation and authentication 
procedures, public keys of this kind can also be used to 
implement the protocol for public key-agreement procedure 
for generating a shared secret key using the Diffie-Hellman 
key exchange protocol with replacing the primitive element  
by the number g. 

The calculation of the signature for the message M 
includes the following steps: 

1. A random number k is generated, 1 < k < r – 1. 
2. The value of the single-use public key Y = gk mod p is 

computed. 
3. The number Y is concatenation to the message M and 

the hash function H of the value of M||Y is computed: 

E  H ( M ||Y ). 

4. The value of S is computed as follows: 

S  k + xE mod r . 

The signature is a pair of numbers (E, S). 
The signature verification procedure is as follows: 

1. The value of Y  is computed accordingly to the formula 

Y = y Eg S mod p. 

2. The number Y is concatenation to the message M and 

the value of the hash function E = H (M ||Y )is computed. 



3. A comparison is made between the values of E and E. If 
E = E, then the signature is accepted. Otherwise, the signature 
is rejected. 

B. Protocol description 

The developed hybrid DE protocol uses a prime modulus 
p that satisfies the requirements of the Schnorr digital 
signature algorithm and the parameters g and  associated 
with the prime p. It is assumed that each party of this protocol 
generates and registers a public key y in the certifying center 
(certification authority) in advance. The public key y is 
computed using the formula y = gx mod p and used to perform 
both digital signature verification procedures and public key-
agreement procedure for generating the shared fake key Z. The 
single-use public keys, used in the protocol, are computed by 
users using the number , which is a primitive element 
modulo p, which ensures the uniformity of random values 
used when for performing the procedure of mutual 
authentication of the sender and receiver of the message. 

The DE protocol described below can be attributed to the 
hybrid type of crypto schemes, since it uses public-key 
cryptoschemes to generate the single-use shared keys U and K 
and, using the latter, a simultaneous cryptographic 
transformation of a fake and secret messages is performed 
using a symmetric encryption algorithm. It is assumed that the 
parties of the secret communication session, users A (sender) 
and B (receiver), are the owners of the public keys yA and yB 
registered in the certification authority, respectively. Users 

take the values yA = g xA mod p and yB = g xB mod p from the 
public key directory or from each other's digital certificates. 
The sender transmits a secret message T via an insecure 
(public) communication channel in the following way. 

1. The sender generates a random number kA satisfying the 
condition 1 < kA < p – 1, and computes the value 

RA = 
k
A mod p that is single-use public key. Then, using 

his private key xA, in accordance with the signature 
generation procedure in the Schnorr scheme, generates 
his SignA(RA) signature to the value RA and sends the 
values RA and SignA(RA) to the receiver. 

2. The receiver, using the public key yA, authenticates the 
SignA(RA) signature. If the signature is genuine, then it 
generates a random number kB satisfying the condition 1 

< kB < p – 1, and computes the value RB = 
k
B mod p that 

is single-use public key. Then, using his private key xB, 
forms his signature SignB(RA) to the value RA and his 
signature SignB(RB) to the value RB and sends the values 
RB, SignB(RA) and SignB(RB) to the sender. 

3. The sender, using the public key yB, verifies the 
SignB(RA) signature to the random value that he sent to 
user B, and the SignB(RB) signature to the value RB. If 
both signatures are authentic, then it encrypts and 
transmits the secret message T (T < p) to the receiver, 
performing the following steps below. (Otherwise, it 
interrupts the communication session.) 

3.1. Computes the value 

QAB = RB
k
A mod p = 

k
B

k
A mod p that is a single-use 

shared secret key. 

3.2. Computes the value 

 ZAB = yB
x
A mod p = g xB

x
A mod p that is a shared 

secret key, the value of which depends on each bit 
of the public keys yA and yB. 

3.3. Computes the session key K = ZAB RA RB mod p. 

3.4. Generates a fake message M < p. 

3.5. Generates the ciphertext C as a solution C = (C1, C2) 
of the following system of equations in the finite 
ground field GF(p) with the unknowns C1 and C2: 

2
AB 1 AB 2

2
1 2

mod
.

mod

Q C Q C T p

KC K C M p

 + 


+ 
  

The probability that this system will not have a solution is 
p–1, i.e. this case can be neglected. 

3.6. Computes its signature SignA(C) to the ciphertext C 
= (C1, C2). 

3.7. Sends the ciphertext C = (C1, C2) and the signature 
SignA(C) to the receiver. 

4. The receiver verifies the signature SignA(C). If the 
signature is false, it ignores the C ciphertext and 
terminates the communication session. If the signature is 
genuine, then he decrypts the secret message T 
performing the following steps:  

4.1. Computes the value 

 QBA = RA
k
B mod p = 

k
B

k
A mod p that is a single-use 

shared secret key, depending on random values of RA and RB. 
4.2. Recovers secret message T accordingly to the formula 

2
BA 1 BA 2( ) mod .T Q C Q C p +   

4.3. Computes the value  

B A B
BA A mod modx x xZ y p g p    

that is a shared fake key, depending on the registered public 
keys yA and yB. 

4.4. Computes the session key BA A B mod .K Z R R p  

4.5. Recovers a fake message M: 

M  (KC
1
+ K 2C

2
)mod p.  

In the event of a coerced attack, both sides of the secret 
communication session declare the mutual authentication 
procedure, after which the probabilistic encryption of message 
M was performed using the protocol described in the next 
section. 

C. Associated Probability Encryption Protocol 

The ciphertext sent to the receiver is computationally 
indistinguishable from the ciphertext that is potentially 
generated by the following probabilistic encryption protocol 
(which is associated with the DE protocol) used to securely 
transmit the message M via an insecure (public) channel: 

1. The sender and receiver exchange uniform random 
values of RA (1 < RA < p) and RB (1 < RB < p). 



2. The sender, using the receiver's public key yB, computes 
the shared secret key according to the formula 

ZAB = yB
x
A mod p and the session key K = ZABRARB mod p. 

Then he encrypts the message M by following these steps: 

2.1. Generates two random values 1 (1 < 1 < p) and 2 

(1 < 2 < p), such that the inequality 2
1 2ρ ρ 0modK K p 

holds. 
2.2. Generates the ciphertext C as a solution C = (C1, C2) 

of the following system of equations in the finite ground field 
GF(p) with respect to the unknown C1 and C2: 

1 1 2 2

2
1 2

ρ ρ 1mod
.

mod

C C p

KC K C M p

+ 


+ 
  

D. Coerced Attack Resistance Discussion 

Undergoing a bi-sided coerced attack, users reveal their 
secret keys xA and xB and the fake message M. An attacker 
who previously intercepted the ciphertext C = (C1, C2) and 
random values RA and RB transmitted over an open channel 
computes a session key: 

A
AB B mod ;xZ y p   

AB A B mod .K Z R R p  

Then, using the session key K, decrypts the cipher text C 
and recovers the message M: 

M  (KC
1
+ K 2C

2
)mod p.  

The attacker is convinced that the value of M is opened 
correctly. Knowledge of the private keys xA and xB cannot be 
used by an attacker to compute the single-use shared secret 
key Q = QBA = QAB, because for this he needs to solve the 
computationally difficult problem of discrete logarithm 
modulo prime p having large size. It also cannot convince 
users of fraud by identifying the difference between random 
values RA and RB from uniform random values, since when 
choosing uniform random values kA (1 < kA < p – 1) and kB (1 
< kB < p – 1), random values RA (1 < RA < p) and RB (1 < RB < 
p) are also uniform. Thus, the attacker cannot prove that, 
within the framework of the described protocol, users agreed 
on a single-use shared secret in accordance with the Diffie – 
Hellman key exchange protocol and cannot convincingly 
argue that the ciphertext contains not only the message M, but 
also some other meaningful message. 

Active coercive attacks are prevented by the fact that the 
receiver must sign a random number RA generated by the 
sender, and the latter must sign the ciphertext formed by him. 
Moreover, by agreement on the model of a coerced attack, it 
is assumed that the transmitted message and private keys are 
disclosed to the attacker after the ciphertext has been 
transmitted over the communication channel. Before the 
private keys are revealed to the attacker, he cannot compute 
the correct signature values to random requests when 
performing the procedure of mutual authentication of the 
sender and receiver, i.e. he cannot impose the execution of a 
false DE protocol, impersonating the true sender or receiver 
of a message. The fact that the ciphertext size exceeds the size 
of the recovered message M is argued by users that they use 
the probabilistic encryption procedure to improve the 
statistical properties of the ciphertext. 

III. SECURE ENCRYPTION ON SMALL SHARED KEYS 

In this section we propose another application of the idea 
of applying single-use public keys, namely, for implementing 
secure encryption using small shared keys. Suppose the sender 
and the receiver of a secret message share a short secret key k.  

Secure encryption of some secret message M can be 
achieved using a shared secret of small size and performing 
public encryption on the single-use public keys, the shared 
secret key being used for authenticating the single-use public 
keys. Consider the protocols implementing this idea. 

A. Secure communication protocols 

Protocol 1. 

1. The sender, using generator of the uniform random 
sequence of bits, forms his local single-use secret key 
x1 < p and computes his single-use public key 
y1 = 

x1 mod p. Then, using a secure symmetric-
encryption algorithm E, encrypts the value y1 on the key k 
and obtains the ciphertext C1 = Ek(y1) that is sends to the 
receiver.  

2. The receiver, using generator of the uniform random 
sequence of bits, forms his local single-use secret key 
x2 < p and computes his single-use public key 
y2 = 

x2 mod p. Then he encrypts the value y2 on the key k 
and obtains the ciphertext C2 = Ek(y2) that is sends to the 
sender. 

3. The sender computes the common secret key 
Z = y2

x1 mod p, encrypts the message M, obtaining the 
ciphertext C3 = EZ(M). Then he sends the value C3 to the 
receiver. 

4. The receiver computes the common secret key 
Z = y1

x2 mod p, decrypts the ciphertext C3, opening the 
secret message M = DZ(C3), where DZ is the decryption.  

Protocol 2. 

1. The sender generates two random strong [8] primes r1 and 
q1, such that the number 3 divides none of the numbers r1 
- 1 and q1 - 1. Then he computes the value n1 = r1q1 and 
sent n1 (sender’s single-use public key) to the receiver. 

2. The receiver generates two random strong primes r2 and 
q2, such that the number 3 divides none of the numbers r2 
– 1 and q2 – 1. Then it generates his single-use public key 
n2 = r2q2, computes the value S = n2

3 mod n1 and ciphertext 
C1 = EK(S) and sends C1 to the sender. 

3. The sender decrypts the ciphertext C1, getting the value S 
= DK(C1), where DK is the decryption function, the inverse 
of the encryption function EK. Then it computes the values 
d = 3– 1 mod (r1 – 1)(q1 – 1) and n2 = Sd mod n1. After 
that, the sender encrypts M using the single-use public key 
of the receiver, forming a С2 = M3 mod n2, which is sends 
to the receiver. 

4. The receiver computes the value D = 3–

1 mod (r2 – 1)(q2 – 1) and decrypts the ciphertext C2, 
recovering the message M =  C2

D mod n2. 
The encryption procedure using the single-use public key 

used in this protocol corresponds to the encryption procedure 
in the RSA cryptosystem [13] when choosing the exponent of 
the public key equal to number 3. In order to have the 
possibility of unambiguous decryption, the sender and 



receiver of the message use primes, from which the Euler 
function is not divided by 3. In protocol 2, the most time-
consuming procedure is the generation of sufficiently large 
primes r1, q1, r2 and q2, therefore it is inferior in performance 
to protocol 1. 

The computational complexity of the secure small-key 
encryption procedure is reduced by the following protocol, 
which also uses a single-use public key encryption in 
accordance with the El-Gamal encryption algorithm [14] 
using the prime number p and the primitive element  mod p. 

Protocol 3. 

1. The receiver, using the generator of a uniform random 
sequence of bits, generates his single-use local secret key 
x < p and computes a single-use public key y = x mod p. 
Then he encrypts the value y on the key k and obtains the 
ciphertext C = Ek(y). After that, the value of C is sent to 
the sender. 

2. The sender computes the single-use public key of the 
receiver y = Dk(C). Then it generates a random number k 
< p, computes the first R = k mod p and the second 
element of the ciphertext S = Myk mod p, where M is a 
secret message (M < p) and sends the ciphertext (R, S) to 
the receiver. 
The receiver, using his single-use secret key x, decrypts 

the ciphertext as follows: M = SR–x mod p. 

B. Security Discussion 

The security of the protocol means the high security of the 
cryptographic transformations used in its framework and the 
rather small probability that the active intruder can 
impersonate a legitimate participant in the protocol (in the 
considered protocols, as the sender or receiver of a secret 
message). The security of the protocols described earlier is 
determined by the security of the public-key cryptographic 
schemes used in them, the authentication of single-use public 
keys with the shared secret key k and the conversion using the 
latter in such a way that the potential attacker is forced to guess 
the value of k, since there is no criterion for recognizing the 
true value k, when the exhaustive search of the key value (due 
to the use of a shared key of small size, the exhaustive search 
is possible). Moreover, even if the value of k is chosen by the 
attacker correctly, he still can not read the secret messages sent 
between authorized participants in the protocol. However, if 
you know the shared secret key, the intruder can impersonate 
the sender or receiver and impose a false session in which it is 
possible to impose a false message or elicit a secret message. 
Consider each of the proposed three protocols separately and 
their features. 

Security of protocol 1 is determined by the fact that to 
compute a single-use shared secret key Z from single-use 
public keys y1 and y2, it is required to solve the discrete 
logarithm modulo p problem, which is computationally 
impossible for the foreseeable time. Moreover, the situation 
for a potential cryptanalyst is significantly aggravated by the 
fact that the values y1 and y2 are transmitted in an encrypted 
form (encrypted on the key k). To compute the shared secret 
key k by exhaustive search when decrypting the ciphertext C1 
or C2, it is necessary to recognize the case of the correct value 
y1 or y2, respectively. However, the statement 1 about the 
randomness and uniformity of value of the single-use public 
key does not leave a cryptanalyst of a computationally 

effective criterion for recognizing the true value of a shared 
key. 

In Protocol 2, the shared secret key is also actually used 
not to directly encrypt the secret message, but to authenticate 
the public key of the message receiver and authenticate the 
sender of the message. Without knowledge of the shared 
secret key, the intruder cannot impersonate the receiver, nor 
can he impose a false message on the receiver. The shared 
secret key is used to encrypt the S value, which actually 
represents the ciphertext obtained by public encryption of the 
receiver’s single-use public key with the sender’s single-use 
public key. The value of S is computationally 
indistinguishable from an equiprobable random value, 
therefore, the potential attacker does not have a 
computationally effective criterion for recognizing the correct 
value of the secret key k when performing exhaustive search 
through the space of possible values of k. As a criterion, you 
can use the recovery of the value n2, however, for this it is 
necessary to solve the problem of factoring the number n1, 
which is computationally intractable. Without solving the 
problem of factoring n1, the attacker has to guess at random a 
certain value as the correct k, which will give him the potential 
in the next communication sessions to impersonate the sender 
or receiver. However, in the current communication session, 
observing which, he managed to guess the value of k, he does 
not receive the practical ability to read the secret message, 
since it was encrypted using a single-use public key of the 
receiver. If the value k is incorrectly selected, the 
communication session imposed by the attacker will be 
interrupted. The attacker will be able to experience the new 
key value only in a new imposed communication session. 
Since the verification of the correctness of the current selected 
key value requires the imposition of a false communication 
session, the probability of guessing 2–32 or less is practically 
acceptable. Since the probability of guessing a random k-bit 
key is 2-k, it is sufficient to use the k key of 32 bits or more (40 
and 56 bits) in the considered protocols. 

Protocol 3 is similar to protocol 1, because it also uses two 
single-use public keys and the formation of a single-use shared 
secret key. Indeed, the El-Gamal public encryption algorithm 
is actually a hybrid cryptosystem in which secret keys are 
distributed in accordance with the Diffie-Hellman key 
exchange protocol [10], and message encryption is performed 
by multiplying the message modulo p by a single shared secret 
key. The difference between protocols 1 and 3 mainly consists 
in the fact that in the second single-use public key of the 
sender is sent to the receiver in the clear. In view of the latter, 
the potential attacker in the case of protocol 3 directly has the 
initial parameters needed to solve the discrete logarithm 
problem, whereas in the case of protocol 1, an attempt to 
proceed with the solution of this problem requires determining 
the true value of the shared key k. Thus, in protocol 1, the 
attacker can gain access to a secret message without finding a 
shared secret key, solving only the discrete logarithm 
problem. However, the latter is practically intractable, if a 
prime modulus p has a sufficiently large size (> 2000 bits). 

IV. CONCLUSION 

A hybrid DE protocol has been developed based on the 
public key-agreement and digital signature schemes. The 
protocol has a relatively high performance and is resistant to 
coercive attacks carried out simultaneously on the sender and 
receiver from both the passive and the active adversary. The 
use of a mechanism for authenticating users and transmitted 



messages within the framework of the protocol makes it 
possible to detect an active adversary and hiddenly perform 
additional public key-agreement procedure for generating a 
single-use shared secret key.  

Development of a hybrid DE protocol similar to that 
proposed in this paper, but based on the use of the signature 
standards (for example, ECDSA) represent practical interest. 
Correspondingly, in the said version of the hybrid DE protocol 
the public key-agreement procedure for generation of the 
shared keys Z and Q is to be implemented using calculations 
on an elliptic curve. In this case, an increase in performance 
and possibility to use the existing public key infrastructure are 
achieved. 

The technique of authenticating the single-use public keys 
also provides development of the protocols for secure 
encryption using short shared keys. Such protocols are of 
considerable interest for ensuring the protection of 
information transmitted over open channels, in conditions of 
limited key material. 
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