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Abstract Thereis proposed a new post-quantum commutative encryption algorithm
based on the hidden discrete logarithm problem. The introduced cipher is suitable
for implementing post-quantum pseudo-probabilistic deniable encryption protocol.
The proposed commutative cipher belongs to the class of the algebraic ciphers. Its
algebraic support represents a finite noncommutative associative algebra of special
type. The used algebra is characterized in existence of a large set of the global right-
sided units that are used to define the homomorphism map of the algebra and then
to define the hidden discrete logarithm problem using the mutual commutativity of
the homomorphism-map operation and the exponentiation operation. The proposed
commutative cipher is the first implementation of the post-quantum commutative
ciphers based on the hidden discrete logarithm problem defined in a finite algebra
that contains no two-sided global unit.
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1 Introduction

Commutative encryption algorithms (called also commutative ciphers) represent sig-
nificant practical interest for application in the case of passive potential attacks, since
they can be put into the base of the so-called no-key encryption protocols that pro-
vide possibility of secure transmission of secret messages via public channels without
using public and secret keys shared by the parties of communication session.

In order to provide resistance of the no-key encryption protocol to passive attacks
it should be based on a commutative cipher that is resistant to the known plain-
text attack. The exponentiation cipher by Pohlig-Hellman [1] represents an example
of commutative encryption algorithms that satisfies the indicated requirement. The
problem of providing resistance of the no-key encryption protocols to the coercive
attacks was discussed in papers [2, 3]. To provide resistance to attacks of such type
it had been proposed to include in the no-key encryption protocols procedures of the
pseudo-probabilistic encryption [4].

The notion of the pseudo-probabilistic ciphering relates to implementing the
shared-key deniable encryption [5]. The deniable encryption is a method for pro-
viding resistance of the public-key and shared-key encryption protocols to coercive
attacks [2], i.e., to attacks from the part of some coercive adversary (coercer) that
has power to force a party of the communication protocol or the both parties simul-
taneously to open the encryption key and the source text after the ciphertext has been
sent via a public channel.

The public-key deniable encryption protocols [3, 6] represent significant practical
interest as a method for preventing vote-buying in the internet-voting systems [7]
and a method for providing secure multiparty computations [8]. The recent paper
[9] initiated the development of the pseudo-probabilistic encryption as a particular
form of the shared-key deniable encryption which is oriented to application as an
individual method for providing the information protection in communication and
computer systems. The concept of the pseudo-probabilistic encryption is considered
in detail in the papers [9]. The design of fast block pseudo-probabilistic ciphers had
been introduced in [10]. The design of the synchronous stream pseudo-probabilistic
ciphers was considered in the papers [11].

For the first time the design of the pseudo-probabilistic no-key encryption protocol
was proposed in [12]. That protocol uses the Pohlig-Hellman exponentiation cipher
based on the computational difficulty of the discrete logarithm problem (DLP) to per-
form the procedure of commutative encryption. The DLP in any evidently defined
cyclic group can be solved on a quantum computer in polynomial time due to the
Short algorithm [13]. Therefore, the pseudo-probabilistic no-key encryption proto-
cols [4, 12] is not secure to quantum attacks. Taking into account that currently the
development of the post-quantum cryptographic algorithms and protocols is consid-
ered as a challenge in the area of computer security and cryptography [14, 15] one can
conclude that the design of the post-quantum versions of the commutative ciphers,
no-key encryption protocols, and pseudo-probabilistic no-key protocols represents
significant practical and theoretic interest. In the frame of this task, the core item
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relates to the design of the post-quantum commutative encryption algorithm, i.e., the
commutative cipher that runs efficiently on ordinary computers and are resistant to
attacks using the quantum computers. For the first time, the post-quantum commu-
tative ciphers had been proposed in [16] using the so-called hidden DLP (HDLP)
defined in the finite algebra of quaternions. However, a method for reducing the
HDLP in the finite algebra of quaternions to the ordinary DLP in a finite field was
proposed in [17]. The last means that the problem of designing the post-quantum
commutative ciphers is open.

This paper introduces the design of the post-quantum commutative encryption
algorithms based on the HDLP set in a new form in the finite noncommutative
associative algebra (FNAA) that contains no global two-sided unit. Due to using the
algebraic support of a new type the quantum attacks based on the method [17] for
reduction of the HDLP to the DLP are prevented. Thus, the proposed commutative
cipher is a candidate for post-quantum commutative encryption algorithms. It has
been used to develop a post-quantum no-key protocol. A post-quantum pseudo-
probabilistic commutative encryption cipher has been also proposed.

This paper is organized as follows. Section 2 describes the algebraic support of
the proposed post-quantum commutative cipher. Section 3 introduces the HDLP
used as the base primitive and the proposed post-quantum commutative encryption
algorithm. Section 4 presents the proposed post-quantum no-key encryption proto-
col. Section 5 describes the pseudo-probabilistic no-key encryption protocol. Final
remarks are presented in the concluding Sect. 6.

2 The Used Algebraic Support

Suppose a finite m-dimensional vector space is defined over the ground finite field
GF(p), in which the addition operation and operation of the multiplying vectors by
the scalars (elements of the base finite field). Then defining additionally the vector
multiplication operation that is distributive relatively the addition operation one gets
the finite m-dimensional algebra. The additional operation for multiplying arbitrary
two vectors, which is distributive relatively the addition operation, is usually defined
as follows. Suppose the set {e, e, ..., e,_; } represents the base of the vector space,
ie., e, €y, ..., €, are the basis vectors. Some m-dimensional vector A is usually
denoted in the following two forms: A = (ag, ay, ..., a,,—1) and A = apey + ae; +
... +ay—1€4-1, where ag, ay, ..., an—1€ GF(p) are coordinates of the vector A.

The multiplication operation of two vectors A = 3 7' a;e; and B = Z’J”:_OI bje;
is defined with the following formula

m—1m—1

AoB = Zzaibj(ei Oej),
i
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where every of the products e;oe; of basis vectors is to be replaced by a single-
component vector indicated in the so-called basis vector multiplication table (BVMT)
that is composed as follows. Every cell of the BVMT contains some single-
component vector Ae;, where A € GF(p) is called structural constant. If A = 1,
then in the respective cell its content is denoted as e;. Usually it is assumed the left
operand e; defines the row and the right operand e; defines the column of the BVMT.
The intersection of the ith row and jth column indicates the cell containing the value
of the product e;oe;.

For defining the HDLP one should use the BVMTs that define the vector multipli-
cation operation possessing the properties of the noncommutativity and associativity.
The multiplication operation is associative if for arbitrary three vectors A, B, and
C= ka:—()l ckey the following condition holds true:

m—1 m—1
(AoB)oC = Z aibjck(eioej)oek; Ao(BoC(C) = Z aibjckeio(ejoek)~
i\ j k=0 i\ j k=0

Evidently, if the condition (e; o €;) o e, = €; o (; o €) holds true for all possible
triples of the indices (i, j, k), then the vector multiplication operation is associative.
Examples of the BVMT defining the noncommutative and associative vector multi-
plication for different values of the dimension are presented in papers [18—20]. The
dimension value should not be large to provide faster computations and higher per-
formance of the designed encryption algorithm. In this paper we use the value m =4
and the BVMT shown as Table 1, which define the noncommutative and associative
vector multiplication, i.e., the finite noncommutative associative algebra (FNAA).
The used FNAA defined over the field GF(p) is characterized in that it contains p?
different global left-sided units (the term “global” means that every of these units
acts as a left-sided unit on all elements of the algebra).

To derive the formula describing the set of the global left-sided units one should
consider the vector equation

XoA=A, (D
where A = (ag, a1, a;, a3) is a fixed 4-dimensional vector and X = (xg, X1, X2, X3)

is the unknown. Using Table 1 one can reduce the vector Eq. (1) to the following
system of four linear equations:

Table 1 The BVMT defining the 4-dimensional FNAA (where the structural coefficient A is equal
to a non-residue in GF(p))

o

€y €] € €3
€o A€ e3 eo req
e () €] ey e3
€ € € € €3
e3 A€ e3 ) req
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(x1 + x2)ap + (xo + x3)a2 = dao;
(x1 + x2)ay + Alxo + x3)az = ay;
(X1 4+ x2)az + Mxo + x3)ag = az;
(x1 + x2)az + (xo + x3)a; = as.

2

Performing the variable substitution u; = x; 4+ x, and u, = xo + x3 one can
represent the system (2) in the following form of two independent systems of two
equations:

aolt) + axuy = ap; 3)
. 9
axuy + Aaguy = as;
ajuy + Aasuy = ay; @)
9
azuy] + ajuy = as.

Itis easy to see that the solution #; = 1 and u, = 0 satisfies both the system (3) and
the system (4) for all possible values A. Performing the inverse substitution we get
the following formula that describes all p? global left-sided units in the considered
4-dimensional FNAA:

L= (101 lls 127 l3) = (h7 kv 1 _kv _h)v (5)
where h, k=0, 1, ... p—1.
The right-sided units relating to some vector A can be computed from the vector
equation

AoX=A (6)

that can be reduced to the following two systems of two linear equations with the
unknowns x, x; and x,, x3 correspondingly:

{ (a1 + a2)xp + (ap + az)x3z = ao; 7

Mag + az)xo + (a1 + ax)x3 = ap;

{ (a1 + a2)x1 + Alap + az)x3 = ay; @)
(ao + a3)x1 + (ay + az)x3 = as.

The main determinant of each of the systems (7) and (8) is the same and equal to
Ax = (a1 +a2)’ — Mao + a3)*. ©

The algebra contains only p? different vectors A for which we have A4 = 0. Such
vectors we will denote as A’ and call them “marginal”, since they will not be used in
the developed encryption algorithm. Suppose {A’} denotes the set of all “marginal”
vectors. One can easily prove the following propositions:
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Proposition 1 If A ¢ {A’}, then to the vector A relates the single local right-sided
unit Ry.

Proposition 2 Suppose A ¢ {A’}. Then the local right-sided unit R, is contained in
the set (5) of the global left-sided units.

Proposition 3 If A ¢ {A'}, then to the vector A relates the single local two-sided
unit £4 and E4 = Ry4.

Proposition 4 If A ¢ {A’'}, then local two-sided unit £, and local right-sided unit
Ry act as local units on the vectors A¥ for arbitrary natural values k.

Proposition 5 If A ¢ {A’}, then for some minimum nonnegative integer wthe
condition A® = E4 holds true. (Such value w is called local order of the vector
A)

Thus, the non-“marginal” vectors A ¢ {A’} which satisfy condition Ay ¢ 0 are
generators of some cyclic groups {A, A%, ..., Al, ..., A®} of the order . Evidently,
every vector A is invertible in the indicated cyclic group. Such vectors A will be
called locally invertible.

3 The Hidden Discrete Logarithm Problem
and Commutative Cipher on Its Base

The known form of the HDLP is defined if the multiplicative group I" of the finite
algebra of quaternions as follows [16]. Suppose the elements G € I and Q € I" are
the group elements of sufficiently large prime order g and they satisfy the condition
QoG # GoQ. To compute a public key one should generate two random nonnegative
integers x < g and w < ¢ as his private key and computes his public key in the form
of the group element Y:

Y=0"0G" o Q7". (10)

Finding the values x and Q" (or x and w) from the Eq. (10) is called the HDLP. The
exponentiation operation G* introduces the main contribution to the computational
difficulty of the HDLP. The left-sided multiplication by the element Q" and the
right-sided multiplication by the element Q™" are used as mechanism of masking the
value G*.

In the definition of a new form of the HDLP in the FNAA described in the previous
section there are used the following propositions:
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Proposition 6 Suppose AoB = L, where L is a global left-sided unit. Then for
arbitrary natural number ¢ the equality A’oB’ = L holds true.

Proof
AoB =A"'0AoB)oB ' =A"oLoB ' =4 oB '=420(A0B)o B2
=A"260LoB"2=A"20B"2=...=AoB=L.

The Proposition 6 is proven.

Proposition 7 Suppose AoB = L and ¢ is an arbitrary natural number. Then the
formula {; = BoXoA, where the vector X takes on all values in the considered
4-dimensional FNAA, sets a homomorphism map.

Proof For two arbitrary 4-dimensional vectors X | and X, one can get the following:

Y (X10X)=Bo(X10X3)oA=Bo(Xjo0LoX;)0A
=Bo(XjoAoBoX;)oA=(BoXj0A)o(BoXy0A)

= Y (X1) o YL(X2);
Yr(X1+ X)) =Bo(X1+X)oA=(BoX 0A)+ (BoXy0A)

= YL(X1) + YL (X2).
The Proposition 7 is proven.

Proposition 8 The homomorphism-map operation {r;, = BoXoA and the exponenti-
ation operation X  are mutually commutative, i.e., the equality BoX ‘oA = (BoXoA)
holds true.

Proof Due to Proposition 7 we have Y, (X ') = W (X)), i.e., BoX ‘oA = (BoXoA)'.
The Proposition 8 is proven.

To define commutative encryption algorithm based on performing computations
in the 4-dimensional FNAA introduced in Sect. 2 one should set the method for
mapping a message M into a 4-dimensional vector (myg, m, my, m3) with coordinates
m; < p, where i =0, 1, 2, 3 and p is a 512-bit prime such that p = 2qg + 1, where
q is a prime. We define that encryption algorithm will process 500-bit messages M’
divided into four data blocks M, M, M, and M5, where the first three blocks have
size equal to 128 bits and the fourth block M5 has size equal to 116 bits. Besides,
to the data block M3 a 12-bit random binary number p is concatenated. Then the
message is considered as the four-dimensional vector M = (myg, m;, my, ms), where
moy = Mo, my; = Ml, my = Mz, and ms = M3|Ip
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Suppose the vector A such that A4 # 0 is invertible and has order equal to 2¢ and

L is a randomly selected global left-sided unit. Then solving the equation

AoB=L (11)

one computes the vector B. The values, A, B, and L will be used as common parameters
of the commutative encryption algorithm. The secret encryption key represents a
triple of random natural numbers (e, d, f) such that e < ¢, t <gand d = e~ mod q.
The procedure of encrypting a 500-bit message M’ is performed as follows:

1.

1.

Select a random 12-bit string p such that the message M’ is mapped into the
4-dimensional vector M satisfying the conditions AoM # MoA and Ay =
(my +ma)* — A(mg +m3)* # 0.

Solving the vector Eq. (6) written for the vector M compute the local two-sided
unit Ey; = Ry, relating to M. The vector Ry, is the first part of the ciphertext.
Compute the second part C of the ciphertext: C = B o M¢ o A’.

The produced ciphertext represents the pair of the vectors (Ry, C).
The decryption of the ciphertext (Ry, C) is performed as follows:

Compute the vector N: N = A’ o C? o B'.

2. Compute the vector M* = NoRy,.

Correctness proof of the encryption scheme is as follows:

M*=NoRM=AloCdoBloRM=Ato(BtoMeoAt)doBloRM
=Ato(BtoM6doAt)oBtoRM=AtoB[oM6doAtoBtoRM
=LoMoLoRy=MoRy=M.

When performing encryption on two different keys (e;, dy, t) and (ez, d, t2), the

first element of the ciphertext is computed only once, namely, at moment of the first
encryption procedure:

1.

2.

1.

Using the key (e;, d, t;) compute the ciphertext (R, C1), where C; = B" o
Me o A",
Using the key (ez, d», t2) compute the ciphertext (Ry;, C12), where

Cp=B"0 sz 0A” =B"o0 (Br‘ o M° o At‘)e2 o A"
= B 6 B" o M“ 0 A" 0 A" = Bt o M41%2 5 ANT,

Double encryption with using the keys in other order gives:

Using the key (es, da, tr) compute the ciphertext (Ry;, C,), where C; = B2 o
Me o A2,

2. Using the key (e, d1, t1) compute the ciphertext (R, C»1), where
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Cyy=B"0Cy 0A"=B"o (Bt2 oM*® o Atz)e] o A"
= B 0 B2 o M®° 0 A2 0 AT = Bt1+t: o M o AT2+TI — C12~

Thus, the double encryption outputs the ciphertext (Rys, C21) = (Ry, C12), i€,
the encryption algorithm possesses property of commutativity.

4 Post-quantum No-key Encryption Protocol

No-key encryption protocol uses some commutative encryption function Ex (M),
where M is the input message and K is the encryption key, which is secure to
the known plaintext attacks. The encryption function is called commutative, if the
following equality holds:

Ek,(Ex,(M)) = Ek,(Ex,(M))

where K 5 and K (K # K ) are different encryption keys. Shamir’s no-key protocol
(also called Shamir’s three-pass protocol) includes the following three steps [10]:

1. The sender (Alice) of the message M generates a random key K s and calculates
the ciphertext C; = Ek,(M). Then he sends C; to the receiver via an open
channel.

2. The receiver (Bob) generates a random key K, encrypts the ciphertext C, with
the key K as follows C; = Ex,(Cy) = Ek,(Ek,(M)) and sends C; to the
sender.

3. The sender, using decryption procedure D = E ~!, calculates the ciphertext
C3 = Dk, (C2) = Di,(Exy(Ex,(M))) = D, (Ex,(Exy(M))) = Eg,, (M)
and sends C; to the receiver of the message M.

Using the received ciphertext C3 the receiver recovers message M accordingly to
the formula M = Dy, (C3) = Dg, (Ex,(M)) = M.

In this protocol, the used keys K » and K represent local parameters (local keys)
of commutative transformations. Since the parties of the protocol use no pre-agreed
key the protocol is called the no-key protocol. If one uses the Pohlig-Hellman expo-
nentiation cipher [1] as the function Ex (M) in this protocol, then the protocol is as
secure as the DLP is hard. However, security to quantum attacks is not provided.

The post-quantum version of the no-key protocol should be based on the com-
mutative ciphers that are resistant to quantum attacks. Using the post-quantum com-
mutative encryption algorithm described in Sect. 3 one can propose the following
post-quantum version of the no-key protocol:
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1. Alice generates a random the key (e;, d, t;) and calculates the ciphertext
(Ru, C1), where C; = B" o M* o A". Then he sends (Ry, C1) to Bob via
a public channel.

2. Bob generates a random key (e;, d, t2), encrypts the ciphertext C, as follows
C> = B"” o C}? o A” and sends C to Alice.

3. Alice decrypts the ciphertext C, and obtains the ciphertext C3: C3 = A" 0 C5' o
B"'. Then she sends C5 to Bob.

Using the received ciphertext C; the receiver recovers message M accordingly to
the formula M = A 0 C% o0 B2 o Ry,.

5 Post-quantum Pseudo-probabilistic Commutative
Encryption Protocol

Like in the case of pseudo-probabilistic block ciphers [10], the pseudo-probabilistic
commutative encryption algorithm can be constructed as some deterministic proce-
dure of simultaneous commutative encryption of two independent messages, fake
and secret messages, using two different key, the fake and secret keys. The post-
quantum version of the pseudo-probabilistic commutative encryption algorithm can
be designed on the base of the post-quantum commutative encryption algorithm
describe in Sect. 3. Suppose the sender of the message (Alice) and the receiver (Bob)
share the fake key (e, d, 1, ) and the secret key (¢/, d', ¢, '), where p and ' are
mutually irreducible binary polynomials. Then the following pseudo-probabilistic
commutative encryption protocol can be used to provide resistance to the coercive
attacks with using quantum computers, which is implemented as process of simul-
taneous encryption of the fake M = (mg, m;, my, m3) and secret messages H =
(ho, h1, ha, h3).

1. Alice compute two intermediate ciphertexts (Ry, Cy) and (Ry, Cp), where
Ry = (rmy» 'y 'y ruy) and Ry = (rpy, ray, ray. ) are local two-sided
units relating to the vectors M and H correspondingly (R, and Ry are computed
as solutions of the vector Eq. (6) written for M and H);

t e .
CM = (CMO,CM],CMZ,CM3) =B oMo A 5 and

py / py
CH = (CHQCH]1CH27CH3) =B oH 0 A".

Then she computes the values C = (cy, c1, ¢2, ¢3); R = (ro, 11, 12, 13); Where
fori =0, 1, 2, 3 the values c;, and r; are computed as solutions of the following two
systems of congruencies:



Post-quantum Commutative Deniable Encryption Algorithm 1003

¢i = cy, mod u; ri =ry, mod u;
¢ =cy mod s r; =rg, mod pu';

The computed ciphertext (R, C) is sent to Bob via a public channel.

2. To open the fake message Bob computes the values Cyy = (cMO, CMy» CMy s cMs),
where ¢y, = ¢;mod p (fori =0, 1, 2, 3), and Ry = (rMO, er,er,rMa),
where ry, = r; mod p (for i = 0, 1, 2, 3). Then he computes the value M =
A’oCZ‘f,IoB’oRM.

3. To open the secret message Bob computes the values Cpy = (CHO, CHy» CHy»> CHy )
where ¢y, = ¢; mod p/ (for i =0, 1, 2, 3), and Ry = (ru,. . 'y, i)
where ry, = r; mod ' (for i = 0, 1, 2, 3). Then he computes the value H =
A" o C?_I, oB" o Ry.

Using the received ciphertext C; the receiver recovers message M accordingly to
the formula M = A o C% o B? o Ry.

The described protocol is computationally indistinguishable from the following
probabilistic commutative encryption protocol with the shared key (e, d, t, ).

1. Alice computes the ciphertexts (R, Cyr), where Ry = (rMO, My TM,» rM3) is
the local two-sided unit relating to the vector M (R), is computed as solutions of
the vector Eq. (6) written for M);

t e t
CM = (CMUaCM]aCMzaCM3) =B oMo A".

Then she generates random binary polynomial ' (such that it is mutually prime
with ), random vectors Cyy = (cpy, Cpys Cyo i) and Ry = (rays Tiys Py Ty )
and computes the values C = (cy, c1, 2, ¢3); R = (rg, 11,72, 1r3); where for i =
0, 1, 2, 3 the values ¢; and r; are computed as solutions of the following two systems
of congruencies:

¢i = ¢y, mod u; r; = ry, mod u;
¢;i = cpy, mod u'; r; =ry, mod u';

The computed ciphertext (R, C) is sent to Bob via a public channel.

2. Toopen the message Bob computes the values Cy; = (cMO, CMy > CMy > CM; ), where
cm, = ¢; mod p (fori=0,1,2,3),and Ry = (ruy. 'y 'vsss Py ), Where ry, =
r; mod u (fori =0, 1,2, 3). Then he computes the value M = A’o ij,, oB'oRy.
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6 Conclusion

The paper has introduced post-quantum commutative cipher based on the HDLP,
post-quantum no-key protocol and the post-quantum pseudo-probabilistic commu-
tative encryption protocol. The HDLP is formulated in the 4-dimensional FNAA
with a large set of global left-sided units, which has been used as algebraic support
of the proposed algorithm and protocols.
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