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The design of ultra-low power advanced encryption standard (AES)
encryption cores for emerging wireless networks and Internet of
things systems by combining optimised architectures, a simple clock
gating technique and an advanced 65 nm silicon on thin buried
oxide (SOTB) CMOS process is presented. The implementation
results show that the proposed 2-Sbox AES encryption core requires
the smallest number of clock cycles and achieves the lowest power
consumption of 0.4 µW/MHz which is 3.3× lower than that of the
best previous presented AES encryption core, with a very small area
overhead. Moreover, the proposed 1-Sbox AES encryption core con-
sumes very low hardware resources of 2.4 kgates gate equivalent.
Introduction: Advanced encryption standard (AES) is a highly rec-
ommended security standard of data encryption for emerging wireless
networks and Internet of things (IoT) applications [1]. Therefore,
many researchers have been focusing on AES efficient hardware archi-
tectures and implementation methods such as in [2–10].

Previous works such as in [2–5] have proposed some techniques to
reduce the area of AES encryption cores with a non-optimised lookup
table-based Sbox in application-specific integrated circuit (ASIC) plat-
forms. Other papers [3–10] concerned the improvement of Sbox archi-
tecture, field programmable gate array-embedded resources utilisation
and some optimisation techniques. Zhao et al. [9] presented an efficient,
low-energy operation AES implementation in a standard 65 nm CMOS
process. However, with the fast development of many portable, wear-
able applications and devices, especially in IoT systems, the low-area,
ultra-low-power and secure hardware implementations with more
improvements are highly required. In the IoT era, the low-power and
high-security hardware implementation becomes an essential issue [11].

On the other hand, recently, silicon on thin buried oxide (SOTB)
CMOS is an advanced technology for the ultra-low-power integrated
circuit (IC) design and a good candidate for low-power electronics
[12]. In [13], a compact design of 8 bit AES encryption core in 65 nm
SOTB CMOS was presented with synthesis-based results. However,
detail design tradeoffs and more improvements are expected, especially
with silicon demonstration. In addition, there is no research presented in
the literature about the ultra-low-power consumption AES core in this
advanced technology with silicon demonstration. Therefore, to
provide more efficient AES encryption cores, this Letter targets
ultra-low-power AES encryption cores with silicon demonstration for
emerging wireless networks and IoT systems by proposing optimised
architectures and utilising a simple clock gating technique in an
advanced 65 nm SOTB CMOS process.
Ultra-low-power AES encryption core design: In this work, for
resource constraint applications such as IoT, the plaintext and key
lengths are chosen as 128 bit. The proposed 2-Sbox architecture for
the AES encryption core is shown in Fig. 1 with the parameters in
Table 1. In this table, w is the datapath width and n is the bit-width of
the mixcolumn block. The AES core encrypts a w-bit data block in
each clock cycle. The AES encryption core includes a key expansion
unit, a mixcolumn unit, a shift-row unit, a shift register and a byte per-
mutation unit using Sbox. In the shift register as depicted in Fig. 2, the
control signals (E1, E2) are generated from the controller. As shown in
Fig. 3, the proposed AES core employs a simple counter-based control-
ler. The control signal is generated from a counter, comparators and a
simple logic circuit. The upper half (with higher significant bits) of
the counter output (CNT) is fed to key expansion block and the lower
half is used to select the operations in each AES encryption round.
To provide more detail implementation results showing the area–
speed–power tradeoffs, the proposed 2-Sbox AES encryption core
was implemented with different datapath width values ranging from 8
to 64 bit. However, in the silicon demonstration, due to the limited
chip area allocated for the core, an 8 bit architecture (w = 8) with the
optimised Sbox is chosen to reduce the AES core area. Two Sbox
blocks are used in byte permutation and key expansion units [4]. In
this work, to reduce the hardware complexity, Sbox is transformed
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from Galois field (GF)(28) to GF(28)/GF(24)/GF(22). After some proces-
sing steps, the result is mapped back to GF(28) [6].
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Fig. 1 Proposed 2-Sbox AES encryption core architecture
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Fig. 3 Counter-based controller in proposed AES encryption cores

Table 1: Datapath width and mixcolumn bit-width values
5

w 8
3 N
16 32
o. 23
64
n 32
 32 32
 64
Moreover, to further improve the area efficiency of the core, in this
Letter, 1-Sbox architecture is proposed as in Fig. 4 in which control
signals are fed to multiplexer (MUX), demultiplexer (DEMUX) and
some other simple circuits. Each round is performed in 20 cycles includ-
ing 16 cycles for 16 data bytes and 4 cycles for key expansion with a
shared Sbox using selection signal (Sel). A simple counter-based
control method as shown in Fig. 3 is also applied for this architecture
with a modified control method as presented in Table 2 in which
CNT is the value of the cycle counter register in each round and r_in
is the round index ranging from 0 to 9.
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Fig. 4 Proposed architecture for 1-Sbox AES encryption core

Table 2: Control method for proposed 1-Sbox AES encryption core
r_in
 >0
 >0
pp. 1
0

CNT
 0 ÷ 15
 16 ÷ 19
 —

Sel(1:0)
 00
 10
 others
For the key expansion unit, according to [1], Rcon block takes the
inputs from r_in signal which is the round index. Rcon block can also
be implemented by an MUX circuit using r_in as the selection signal
[4]. For both architectures in this work, Rcon block is implemented
512–1514



by using a simple logic optimisation. Finally, for a low-power consump-
tion implementation, a simple clock gating technique is proposed by
using start_in signal to control the clock tree in the AES encryption
cores as shown in Figs. 1 and 4.
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Fig. 5 ASIC implementation results of proposed 2-Sbox AES encryption core
in 65 nm SOTB CMOS process with different values of datapath width (w)
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Fig. 6 Chip microphotograph of proposed 8-bit 2-Sbox AES encryption core
in 65 nm SOTB CMOS process with core dimension of 120 µm × 120 µm

Table 3: Implementation results of proposed 8 bit AES encryption
cores compared with others
Design

Technology
(CMOS)
Number
of cycles
EL
Maximum
Frequency
(MHz)
ECTRON
Area (kgates
GE)
ICS LETTE
Power
(µW/
MHz)
our work
(2-Sbox)
65 nm SOTB
 160
 130.9

2.6

(0.014 mm2)

0.40
our work
(1-Sbox)
65 nm SOTB
 210
 127.2

2.4

(0.013 mm2)

0.77
[4]
 130 nm
 160
 130.0
 3.2
 30
[7]
 22 nm
 336
 1133.0
 2.0
 11.82
[8]
 130 nm
 356
 13.2
 5.5
 99.0
[9]
 65 nm
 200
 11.0
 0.012 mm2
 1.33
[10]
 180 nm
 —
 26.8
 1.05 × 103 µm2
 39.1
ASIC-based hardware implementation results: The proposed AES
encryption cores were modelled with very-high-speed integrated circuit
hardware description language (VHDL), and then implemented with a
0.55 V, 65 nm SOTB CMOS standard library by Synopsys Design
Compiler and IC Compiler tools. An AES reference model is used for ver-
ification with a multiple-level verification environment. Fig. 5 provides
the area–speed–power tradeoffs of the post-layout ASIC implementation
of the proposed 2-Sbox AES encryption core in 65 nm SOTB CMOS
process with different values of datapath width. In practise, a suitable
value of the datapath width can be chosen based on specific application
requirements and constraints. Also, the detail implementation results of
the proposed 8 bit and other AES encryption cores are shown in
Table 3 in which the area of the proposed 8 bit 2-Sbox AES encryption
core can be reduced to only 2.6 kgates [gate equivalents (GEs)] and
requires the smallest number of cycles. It is noted that the AES encryption
core in [10] is also based on an 8 bit architecture and the supply voltage of
the design in [9] is 0.5 V which is similar to our designs. The power con-
sumption of the proposed 8 bit 2-Sbox AES encryption core can also be
reduced to 0.4 µW/MHz which is the lowest value compared with other
AES encryption cores presented in the literature. For example, its
power consumption is 3.3× lower than that in [9] with a very small
area overhead (0.014 mm2 against 0.012 mm2). On the other hand, the
maximum frequency of the proposed AES cores is much higher than
that in [9]. Fig. 6 is the chip microphotograph of the proposed 8 bit
RS 9th N
AES encryption core using the 2-Sbox architecture in 65 nm SOTB
CMOS process in which the top-level metal is hidden with the dummy.
Compared to the 2-Sbox architecture, the area of 8 bit 1-Sbox AES
encryption core can be reduced by 8%. However, its power consumption
is 1.9× higher than the 2-Sbox counterpart.

Conclusion: Low-area, ultra-low-power AES encryption cores in the
advanced 65 nm SOTB process with detail implementation tradeoffs
were presented. The ASIC implementation results have clarified the
improvements of the proposed AES cores. The proposed 2-Sbox AES
encryption core requires the smallest number of cycles and achieves
the lowest power consumption as well. Moreover, the proposed
1-Sbox AES encryption core consumes very low hardware resources
of 2.4 kgates GE. Therefore, the proposed AES encryption cores are
highly potential to be used for the hardware-based security solutions
in emerging wireless networks and IoT systems.
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