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Abstract – Today’s electric power grids have been ageing and
ill-suited to meet fast-growing demands for electricity energy
generation, delivery, and supply. The global climate change and
the greenhouse gas emissions on the Earth caused by power
industries put a high pressure on the existing power grids.
Consequently, smart grid (SG) has emerged to address these
challenges. The SG can achieve improved load balancing through
accessing instantaneous electricity demand information via two-
way communication and power flows, which help power plants
match their output to the demand precisely. To this end, SG
works based on the exchanges of a large amount of information
generated from metering, sensing, and monitoring. Hence, the
choice of communication infrastructure for SG is critical to
provide secure, reliable, and efficient data delivery between
various SG components. Cognitive radio (CR) network has been
recognized as a promising technology to address communication
requirements, standardization, and security problems of SG.
Moreover, possible solutions in CR-based SG communications are
also identified. In particular, we identify the major challenges of
communication architecture, standardization, and security issues
to implement CR-based SG communications. The aim of this
paper is to offer a comprehensive review on the state-of-the-art
researches on CR-based SG communications, to highlight what
have been investigated and what still remain to be addressed,
particularly, in standardization and security aspects.

Index Terms—Cognitive radio; Smart grid; Communication
network; Security; Standards

I. INTRODUCTION

AN electric power grid is a network of power generators,
transmission lines, transformers, and distribution/relay

systems to provide its consumers (residential, industrial, and
commercial) with the power they need. Currently, electrical
energy is generated in centralized utility plants and trans-
ported over long-distance transmission networks to distribution
networks before reaching to the end consumers via commu-
nication and power flows in only one direction, i.e., from
power plants to the customers, which are collectively called
an electric grid. After many decades of development, it has
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been realized that various utilities can be interconnected to
achieve a greater reliability of overall power systems, dealing
with unexpected failures as well as disconnections from power
devices, i.e., transmission lines and generators.

In an electric grid, generation, transmission, and distribution
of power should be precisely coordinated. Fig. 1 depicts
various sections in a today’s electric grid, which consists of
four segments including generation, transmission, distribution,
and customers [1]. Power generation involves the production
of electricity from energy sources such as wind farms, coal
plants, and hydroelectric dams. Because generators cannot be
located too close to population centers for safety, legal, and
financial reasons, the electric grid needs transmission lines
to carry the electricity over long distances (often more than
hundreds of miles). Distribution segment includes taking the
electricity from transmission lines and delivering it to the cus-
tomers. Typically, an electricity distribution system includes
medium voltage power lines (below 50 kV), substations, and
transformers, starting at transmission substations and ending at
the meters of customers. A substation consists of a bus to split
up the power into different regions, step-down transformers,
relays, and circuit breakers, which are designed to disconnect
the substations from different distribution lines or from the
power grid whenever necessary.

Due to the lack of situational awareness and automated
analysis, today’s electric power grid has been ageing and ill-
suited to meet fast growing demands for electricity in the 21st
century [2]. For example, in the US, the consumption and
demand for electricity have increased by 2.5% annually over
the last 20 years [3]. Besides, the global climate change and
greenhouse gas emissions on the Earth caused by the electric-
ity and transportation industries [4], [5] put a lot of stress
on the existing power grids. Consequently, a new concept
of next generation electric power systems is urgently needed
to address these challenges, which motivates the proposal of
smart grid (SG).

The SG can be viewed as a superposition of communication
networks on electric grids. It aims to improve efficiency,
reliability, safety, and security of electricity supply to the cus-
tomers, with a seamless integration of renewable and alterna-
tive energy sources, such as photovoltaic systems, wind energy,
biomass power generation, tidal power, small hydropower
plants, and plug-in hybrid electric vehicles, through automated
control and modern communication technologies [6]. In SG,
various components in these four areas of the electric grid are
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Fig. 1. A typical electric power grid.

linked together via two-way communication and power flows
to provide interoperability among them [7]. Thus, consumers
not only draw power but also supply surplus power to the
grid using smart meters that enable monitoring and measuring
of these bidirectional flows. This new infrastructure could
potentially produce millions of alternate micro-energy sources
and allow improved load balancing through instantaneous
electricity demand information exchanges, which help power
plants match their outputs to demands precisely with the
help of information generated from metering, sensing, and
monitoring.

Therefore, the choice of communication infrastructure in SG
is critical to provide secure, reliable, and efficient data delivery
between the components in both real-time and non-real-time
manners. Most traditional communication technologies suffer
from high costs for investment, maintenance, and operation
[8]. The SG communication is a heterogeneous amalgamation
of wired (e.g., fiber-optic and copper) and wireless (e.g.,
WiMAX, microwave, and satellite) technologies working in
various standards [9] and different security requirements [10],
[11]. The transmission over heterogeneous media is a major
barrier to realize the SG. Moreover, a huge amount of data and
information related to monitoring and control will be transmit-
ted across SG using wireless communication infrastructures,
increasing radio frequency (RF) interferences and competitions
over limited and already very crowded radio spectrum, par-
ticularly when smart meters operate in 2.4 GHz industrial,
scientific, and medical (ISM) unlicensed bands, shared with
other existing wireless applications, such as WiFi, Bluetooth,
and Zigbee. As a result, reliability of SG communications will
be impaired. Since the current infrastructure is incapable of
meeting the challenges in SG, a revolutionary communication
infrastructure is urgently required.

A. Cognitive Radio Technology

Cognitive radio (CR) network is recognized as a promising
technology to address the communication requirements, stan-
dardization, and security issues of SG communications [12]-
[14]. According to a study on traditional policies of spectral
assignment done by Federal Communications Commission
(FCC), utilization of allocated spectrum varies in time and
space between 15% and 85% [15]; whereas some portions
of the unlicensed bands are so crowded by emerging wireless
services overlaying the applications in SG [16]. Thus, dynamic
spectrum access using CR is an important technology to
improve the spectrum utilization of SG communications [17].
It is also critical to support various traffic types including
multimedia, particularly for real-time traffic delivery with
stringent quality of service (QoS) requirements in future SG
systems [18]. In a traditional spectrum management paradigm,
the spectrum is allocated to licensed users (i.e., primary users
(PUs)) for their exclusive use. Recognizing the significance of
the issue of spectrum shortage, FCC is considering to open up
licensed bands to unlicensed operations as long as they do not
interfere with the licensed users, meaning that unlicensed users
(i.e., secondary users (SUs)) will be able to opportunistically
operate in vacant licensed spectrum bands, increasing the
efficiency of spectrum utilization. Mitola proposed the concept
of CR to solve the problems of scarce spectrum and poor
spectrum allocation based on traditional spectrum policies in
[19]. To achieve this goal, the spectrum sensing [20]–[23] is
the key technology of CR networks.

B. CR-based Smart Grid

A SU in CR must continuously monitor radio spectrum
usage to give precedence to the PU. As such, if a PU starts to
transmit signals, then SUs must switch to another spectral hole
immediately, which may occur in a random fashion. For this
reason, the random interruptions of SU traffic will unavoidably
cause packet losses and delays for SU data delivery. The
lost data packets can be real-time pricing information sent
between utilities and customers, sensed data from remote
terminal units (RTUs), and control commands from control
centers to substations. The loss of data packets may have
considerable effects on the control and management of the
SG, particularly in urgent situations. The works in [24] and
[25] emphasised that communication failures in communica-
tion channels can significantly degrade the reliability of the
cooperative control of distributed energy resources (DERs)
in distribution networks. Communication failures may cause
very serious problems for both system operation and control
in a power grid [26], and can interrupt the wide area damping
control of power systems [27]. In [28], dynamic performance
of automatic generation control (AGC) of a four-area power
system was found to depend sensitively on communication
topologies among local-area controllers. And communication
topology changes among distributed damping controllers can
jeopardise the power system performance [29]. Therefore,
it is critical to address the aforementioned issues and to
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TABLE I
MAJOR INTEGRATION ISSUES AND SOLUTIONS.

Integration model Resource and interference management PU activity measurement and prediction
[30], [31], [32] [33]–[37] [38]–[40]

understand the effects of random interruptions of SU traffic in
CR networks on stability and performance of SG operation and
control. Table I summarises the major integration problems of
CR and SG systems and their relevant papers. They are briefly
described as follows.

The authors in [30] addressed these problems and investi-
gated modelling and stability issues of the AGC in a SG, for
which CR networks are used as the infrastructure for aggrega-
tion and communication of both system-wide information and
local measurement data. For this purpose, a randomly switched
power system model was proposed for AGC of the SG under
the conditions that the design of CR networks can ensure the
stability of AGC. The authors in [31] investigated a combined
system of electricity and CR technologies, considering their
mutual interactions with enhanced reliability and efficiency
of the overall SG system, including energy usage and power
distribution associated with home/subscriber level multimedia
applications. Collected information from smart meters and
other grid elements is used to develop better load forecasting
and power scheduling that will be interfaced with power distri-
bution and transmission control centers via CR networks. The
authors in [32] proposed a communication method through
a CR link between sensors at a consumer site and a control
center of the SG. To adjust this new communication link when
it is affected by PUs, a state estimator was used. This link is
governed by multiple semi-Markov processes, each of which
can capture and model one channel of the CR system.

In [33], to improve energy efficiency in SG, cognitive
heterogeneous mobile networks were proposed based on power
allocation and interference management. Since the commu-
nications in a CR network are normally unreliable, it is a
great challenge to support real-time applications, which have
stringent delay requirements. To this end, the authors in [34]
proposed to reroute real-time data traffic through neighbouring
cells that work properly. However, the proposed scheduling
algorithm did not consider the priority of data. To solve this
problem, the authors in [35], [36] considered the heteroge-
neous characteristics of SG traffic including multimedia, and
proposed a priority-based traffic scheduling approach for CR-
based SG according to various traffic types such as control
commands, multimedia sensing data, and meter readings.
Specifically, they developed CR channel allocation and traffic
scheduling schemes, taking into account channel switch and
spectrum sensing errors, and solved a system utility optimiza-
tion problem for SG communication systems. The work in
[37] studied the code division multiple access technique using
a kind of orthogonal chip sequences to increase the number
of SUs.

The accurate inference of PU activities can facilitate the
CR-based SG communications. In [38], geolocation databases,
which are consulted before spectrum access, were designed to
store information related to PUs. A radio environment map

constructs a comprehensive map of the CR networks by uti-
lizing multi-domain information from databases, characterised
by spectrum usage, geographical terrain models, propagation
environment, and regulations. Various spectrum occupancy
models were reported in [39] and [40]. These models extract
different statistical properties of the spectrum occupancy from
the measured data. Autoregressive and/or moving-average
models were used to predict the channel status.

In summary, CR is a critical technology to realize the SG.
Nevertheless, a comprehensive survey on CR-based SG is not
available in the literature. Therefore, the main purpose of this
paper is to provide a thorough review on the works appeared
in the literature, helping readers to understand what have been
investigated and what still remain to be addressed in CR-
based SG. In addition, this paper will discuss the architecture,
standards, and security issues to implement CR-based SG,
and major challenges and solutions for CR-based SG are also
identified.

The reminder of this paper can be outlined as follows.
In Section II, we review related survey articles and sum-
marise our contributions in this survey. In Section III, we
discuss SG communications infrastructure. A three-tier SG
communication architecture based on CR and its applications
are the subject of interest in Section IV. In Section V, the
standards of SG based on CR are discussed, while their
principal security problems will be addressed in Section VI.
Sections VII and VIII identify enabling techniques and future
challenges, respectively, followed by the conclusions given in
Section IX. All the acronyms along with their definitions are
provided in Table II.

II. RELATED SURVEY ARTICLES AND OUR
CONTRIBUTIONS

Several works in the literature appeared to address the issues
on CR supporting SG communications. However, there are still
many issues pending to be investigated. Furthermore, some
related survey papers were written without discussing specif-
ically about the details of CR-based SG systems, especially
on the standardization and security aspects. The authors in
[41] gave a brief overview on the general principles of CR in
SG communications to improve the performance in operation
and control of SG. The survey in [42] focused on different
cloud computing applications for SG architecture in three
different areas, including energy management, information
management, and security. The authors in [43] revealed the
potentials of CR for supporting SG communications, in which
its challenges and opportunities were identified. In [44], a
survey was done on neighbourhood area networks (NANs),
which is an important component of SG networks, suggesting



1553-877X (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/COMST.2016.2613892, IEEE
Communications Surveys & Tutorials

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. XX, NO. XX, YEAR 2016 4

TABLE II
LIST OF ACRONYMS AND THEIR DEFINITIONS.

Acronym Definition Acronym Definition
AGC Automatic Generation Control NIST National Institute for Standards and Technology
AMI Advanced Metering Infrastructure PKI Public Key Infrastructure
BDD Bad Data Detection PLCs Power Line Communications
BSs Base Stations PUEA Primary User Emulation Attack
CA Certificate Authority PUs Primary Users
CPE Customer-Premises Equipment QKD Quantum Key Distribution
CR Cognitive Radio QoS Quality of Service
CSMA/CA Carrier Sense Multiple Access/Collision Avoidance RA Registration Authority
CSN Cognitive Sensor Network RF Radio Frequency
CSR Certificate Signing Request RTUs Remote Terminal Units
DERs Distributed Energy Resources SDR Software-Defined Radio
DoS Denial-of-Service SEP Smart Energy Profile
FCC Federal Communications Commission SG Smart Grid
FPGA Field Programmable Gate Array SIA Seamless Integration Architecture
FSST Fixed Sample Size Test SPRT Sequential Probability Ratio Test
HAN Home Area Network SUNs Smart Utility Networks
HGW Home Gateway SUs Secondary Users
IEC International Electrotechnical Commission T&D Transmission and Distribution
IEDs Intelligent Electronic Devices TVWS TV White Space
ISM Industrial, Scientific, and Medical UHF Ultra High Frequency
IT Information Technology VA Validation Authority
LocDef Localization-based Defence VHF Very High Frequency
LQG Linear Quadratic Gaussian VPN Virtual Private Network
MAC Medium Access Control WAMR Wireless Automatic Meter Reading
MANETs Mobile Ad Hoc Networks WAN Wide Area Network
NANs Neighborhood Area Networks WLANs Wireless Local Area Networks
NGW NAN Gateway WRAN Wireless Regional Area Network

to use CR in NANs. In [45], the works on CR-based SG were
reviewed to propose a possible solution for implementing an
effective SG communication network. Moreover, new methods
were introduced to address the challenges in CR-based SG
applications. In [46], the authors made an effort to combine
wireless sensor networks with CR to build up CR-based
wireless sensor networks in SG for a specific implementation
case in Pakistan, where the sensor networks monitor physical
parameters and then the measurement data are transmitted
using CR. An overview on background, technology, regula-
tion, and standardization in the course of deploying smart
utility networks (SUNs), a specific form of an SG network
operating in TV white space (TVWS), was presented in
[47]. A comprehensive survey on SG characteristics, CR-
based network architectures, spectrum management, and other
major challenges was given in [17]. In contrast to [17], the
authors in [48] offered an up-to-date review on CR-based
SG communications, including spectrum sensing mechanisms,
interference mitigation schemes, and routing/medium access
control (MAC) protocols. However, standards and security
issues on the subject were only mentioned briefly in [48]. For
example, in the standardization of CR-based SG, the authors
surveyed IEEE 802.22 only for cognitive wide area networks
(WANs), without mentioning the standardization in home area
networks (HANs) and NANs, which also play important roles
in SG. In [48], the authors discussed security methods for SG
without considering CR. In particular, the enabling techniques
to tackle the challenges in CR-based SG are basically missing
in [48]. In this connection, our survey paper can be viewed as a
supplementary to [48], offering readers a more comprehensive
survey on the state-of-the-art researches on CR-based SG

communications.
The review articles of [46], [17], [48], and [45] have

identified some selected topics on CR-based SG. In this survey
paper, we aim to give a comprehensive survey, covering com-
munication architectures, applications, standards, and security
issues on CR-based SGs. Moreover, the possible solutions in
CR-based SG communications are also suggested. In sum-
mary, the major contributions of this paper can be summarized
as follows:

• We present a brief introduction on communication ar-
chitectures for CR-based SG, including cognitive HANs,
NANs, and WANs.

• We showcase several potential applications of CR-based
SG.

• We provide a survey on the standardization works for
CR-based SG.

• We focus very much on the security issues in the imple-
mentation of CR-based SG.

• We suggest the enabling techniques to tackle the chal-
lenges in CR-based SG.

• We point out the open issues and challenges for CR-based
SG systems.

III. SMART GRID COMMUNICATIONS INFRASTRUCTURE

SG communications infrastructure is expected to incorporate
a hybrid of diverse communication technologies to provide
efficient and reliable access to various SG components in
different environments. Similar to existing data and voice
telecommunication networks, SG communications infrastruc-
ture is expected to be a multi-tier network that extends across
multiple grid operation tiers. The SG communication networks
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TABLE III
COMMUNICATION TECHNOLOGIES RELEVANT TO SG.

Technology Spectrum Date rate Coverage Application Limitation

GSM 900-1800 MHz Up to 14.4 1-10 km AMI, demand response, Low data rates
Kbps HANs, NANs, WANs

GPRS 900-1800 MHz Up to 170 1-10 km AMI, demand response, Low data rates
Kbps HANs, NANs, WANs

3G 1.92-1.98 GHz 384 Kbps- 1-10 km AMI, demand response, Costly spectrum
2.11-2.12 GHz 2 Mbps HANs, NANs, WANs fees
(licensed)

WiMAX 2.5 GHz, 3.5 Up to 75 10-50 km (LOS) AMI, demand Not widespread
GHz, 5.8 GHz Mbps 1-5 km (NLOS) response, NANs, WANs

CDMA 450-2100 MHz Up to 153 kbps 49 km WANs, NANs Low data rates
Wireless ZigBee 2.4 GHz, 868- 250 Kbps 30-50 m AMI, demand Low data rates,

915 MHz response, HANs short range
Cognitive Radio 54-–862 MHz 18–24 Mbps 10—100 km WANs, NANs, AMI, Passive operation
(IEEE 802.22 demand response, (depending on PU)
Standard in HANs
North America)
Wifi 2.4 and 5 GHz 2-600 Mbps 100-300 m Automatic Meter Low data rates,

Reading short range
4G 700-2500 MHz 3.3 Gbps 10 km DERs, AMI, EVs,

for LTE- ADR, NANs, WANs
Advanced

Microwave 2-40 GHz 155 Mbps 60 km AMI, demand Low data rates,
response, HANs short range

Bluetooth 2.4 GHz 1 Mbps 10-100 m AMI, demand Low data rates,
GHz response, HANs short range

LTE 900 MHz 300 Mbps 30 km WANs, NANs
Satellite 1-40 GHz 1-15 Mbps 28100-36000 km WANs, NANs, HANs Low data rates
Communications
PLC 1-30 MHz 2-45 Mbps 1-3 km AMI Harsh noisy

channels
Fiber-optical 3x108 GHz 10 Gbps Unlimited WANs, NANs High

to 1600 (from 100 to investment cost
Wired Gbps 1000 km

requires 1
repeater)

Digital subscriber lines 240 kHz-1.5 MHz 256 Kbps to 10 Gbps 3 miles (requires WANs,NANs,HANs Low data rates
1 repeater)

need to spread over large geographical areas, including gener-
ation, transmission, and distribution to the consumer premises
[49]. Fig. 2 shows an example of the SG with a three-
tier communication architecture [12]. This communication
architecture includes a WAN, a NAN, and a HAN. As shown
in Fig. 2, the WAN provides communication links between the
grid and core utility systems, and it connects geographically
distant sites [12]. The NAN provides the connections between
various devices such as intelligent electronic devices (IEDs),
which control circuit breakers and transformers, and smart
meters to local access points. The NAN connects several
HANs. In the future, the NANs might be joined by various
environmental sensor devices to perceive wide area situations.
Finally, a HAN provides the access to in-home appliances and
it connects the customer networks as well as utility networks
within a home area [12]. In addition to the meters, it can
include various energy-consuming home devices. The WAN,
NAN, and HAN can be connected to the same core network
or each of them (or a set of them) might have a separate core
network.

To improve the efficiency, reliability, and sustainability of
electricity services, SG uses communication technologies to
exchange real-time data and information between the utilities

and consumers [49], as well as to optimize the operation of
interconnected power units. Various communication technolo-
gies are supported mainly by wired and wireless communica-
tions media. Table III shows an overview of various communi-
cation technologies in SG. The data and information exchange
is critical in SG for system control and management. In a SG
system, communication media are needed for delivering two-
way information flows in HANs, NANs, and WANs. The first
data flow is between electrical appliances, distributed sensors,
and smart meters in HANs. This flow can utilize power line
communications (PLCs) or wireless communications, such as
ZigBee, 6LoWPAN, Z-wave, and others [50]. The second flow
in NANs and WANs is from smart meters to the utility’s data
centers. The data flow delivery can be accomplished through
cellular technologies or the Internet. However, the choice of
communication technologies that suit one environment, e.g.,
rural or indoor environments, may not be appropriate to the
others, e.g., urban or outdoor environments.
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Fig. 2. SG with a three-tier communication architecture.

IV. OVERVIEW ON CR-BASED SG ARCHITECTURE AND
APPLICATIONS

A. CR-Based Smart Grid Architecture

Depending on the network characteristics of each tier,
different wireless or wired communication technologies can be
adopted, i.e., Zigbee, Bluetooth, or PLC for HANs in a small
area, WiMAX, or WiFi for NANs with wireless mesh topology,
and fiber optics or broadband cellular networks for WANs.
However, these traditional communication technologies bear
high costs for investment, operation, and maintenance [8],
which are incapable to meet the requirements and challenges in
SG. It has been recognised that CR is a promising technology
to construct a more advanced communication infrastructure
for SG [51]. The concept of applying CR technology to SG
was first suggested by A. Ghassemi et al. in [12]. A compre-
hensive review on SG characteristics, architectures based on
CR networks, and major challenges was presented in [14] and
[17]. In [14], the authors proposed a CR-based communication
architecture for SG as shown in Fig. 3. This architecture adopts
a three-tiered hierarchical structure, which involves HANs,
NANs, and WANs. It can support energy- and spectrum-
efficient designs [52]–[55], also avoiding interference and
adapting to data throughput requirements.

However, unlicensed operation suggests that reliability is
a fundamental concern in SG communication infrastructure
based on CR. To address this problem for communications
between the three network tiers (i.e., HANs, NANs, and
WANs), in [56], ISM frequency bands and leased bands
were proposed to serve as backup spectra to ensure QoS
requirements of data transmissions. Based on a rule that
decides when to stop spectrum sensing and access to the
ISM bands, the proposed scheme in [56] can reduce channel
handoffs, thus guaranteeing reliability of communications for
distributed generation systems. The QoS issues were discussed
in [57], [58], [14], [17]. It is noted that machine to machine
communication is a promising technology for CR-based SG.
The work [59] designed a MAC protocol based on packet
reservation multiple access scheme to support the coexistence
of the cognitive and primary networks.

Table IV summarises the CR-based SG communication

Control center

Generation

HAN cognitive gateway

(HGW)

Cognitive WAN

HAN cognitive gateway
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HAN cognitive gateway
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Fig. 3. CR-based SG communications.

architectures, which are briefly described as follows.

1) Cognitive HANs
Fig. 4 shows the architecture of a HAN based on CR

[14]. Typically, a HAN performs two necessary functions,
namely commissioning and control. Commissioning is used
to identify new appliances as they join or leave a HAN,
and manage the joining or forming of a self-organizing net-
work. The function of control is to guarantee interoperability
and maintain the communication links between devices in
a SG network. These communication links usually use ISM
bands (such as IEEE 802.11 WLANs, WiFi, Bluetooth, and
Microwave), and ZigBee is a default standard for HANs.
Hence, ZigBee may cause interferences to other appliances
also operating in ISM bands (see Section V-C). In order to
solve the interference problem, cognitive HANs, which can
incorporate CR with ZigBee standard (IEEE 802.15.4) to work
on dynamic spectrum access, can be a good choice for this
purpose. Besides, using dynamic spectrum access, cognitive
devices in HANs can also use licensed bands when they are not
occupied by their PUs. As a result, SG can effectively provide
advanced services, such as peak-demand shaving, power cost
reduction, customer satisfaction survey, power supply-demand
match, and accurate power measurements. To ensure energy-
and spectrum-efficient designs in cognitive HANs, the authors
in [60] proposed to use wireless sensor networks with some
key modifications in routing protocols for low power and lossy
networks. To solve the reliability issues in [60], the authors in
[61] designed an energy efficient and reliable MAC protocol
for cognitive sensor networks using a receiver-based MAC
protocol.

The HANs normally use a star topology with either wired
communication technologies (e.g., PLCs) or wireless commu-
nication technologies (e.g., Zigbee, Bluetooth, and WiFi) to
manage the communications within a HAN and the commu-
nications between different HANs in a NAN service coverage
[62]. A HAN is composed of many smart devices. The center
of a cognitive HAN is home gateway (HGW) [14]. Hence, a
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TABLE IV
CR-BASED SMART GRID ARCHITECTURE.

Architecture Technology Bands
HAN Zigbee, Bluetooth, WiFi, microwave, sensor networks Licensed-free band [53]

Hybrid licensed & unlicensed bands [57], [14]
ISM & leased bands as backup [56]
Sensor networks [60], [61]

NAN Cellular, WiMAX, WiFi Licensed band [53]
Hybrid licensed & unlicensed bands [57], [14], [44]
ISM & leased bands as backup [56]

WAN Cellular, fiber optics Licensed band [53]
Hybrid licensed & unlicensed bands [57], [14], [12]
ISM & leased bands as backup [56]

Data flow

Cognitive NAN

Wireless or wire

communications
HGW

Refrigerator
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Washing
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Fig. 4. Cognitive HAN architecture.

cognitive HGW is specially designed with self-configuration
or advanced cognitive capability to autonomously adapt to
various radio technologies via changing their transmitters’
parameters. Besides, a HGW manages license-free spectrum
bands, senses vacant frequencies of PUs in surroundings to
utilize them, and provide optimal data rate subject to interfer-
ence constraints. To improve the efficiency of spectrum usage
in a cognitive HAN, an optimal solution to spectrum sharing
among networked smart meters is necessary.

2) Cognitive NANs
As shown in Fig. 3, a NAN is on the next immediate tier

of a HAN. A NAN will connect several HGWs from HANs
through a cognitive NAN gateway (NGW), which acts as a
cognitive access point to collect data from different HANs. A
NGW is generally a utility pole-mounted device, a power sub-
station, or a cognitive communication tower providing single-
hop connection to the HGWs in a hybrid dynamic spectrum
access manner [14], allowing HGWs to access both licensed
and unlicensed spectrum bands. This novel access manner
can improve the efficiency of spectrum usage in a cognitive
NAN. Moreover, by using CR technology, the HGWs transmit
data in licensed bands opportunistically to save the cost of
leasing spectrum bands from a telecommunication operator.
In SG applications, a NAN is responsible for collecting power
consumption data from every customer in a neighbourhood

and distributing the data to a control center of utility company
through either open or private WANs. In the next subsection,
we will discuss the issues on cognitive WANs.

3) Cognitive WANs
As shown in Fig. 5, several NANs constitute a WAN [14].

WAN is the upper tier of the SG communication architecture
that provides broadband communications between NANs, SG
substations, distributed grid devices, and electric utility com-
panies. Using WAN, each NAN can exchange collected data
and information with the utility control centers located far
away [14]. Typically, a WAN consists of two interconnected
networks, i.e., the core networks and backhaul networks [56].
The core networks provide connections to the control centers
and commonly use fiber optics or cellular networks to guar-
antee high data rates and low latency. The backhaul networks
handle the broadband connections to NANs and monitoring
devices [12]. Applying CR technology in backhaul networks
contributes to a reduction in investment costs and enhancement
in the flexibility, capacity, and coverage. In the CR-based
backhaul networks, each NGW is viewed as a cognitive node
(SU) instead of an access point. A NGW has the capability of
communicating with cognitive base stations (BSs) distributed
over a wide area through licensed spectrum bands unused by
PUs to enhance scalability. Fig. 5 shows a scenario, in which
there are three NANs in a WAN with 11 licensed spectrum
bands. According to different demands for data throughput,
a spectrum broker may distribute five bands to NAN1 and
six bands to NAN2. Since NAN1 and NAN3 are far away
from each other, the spectrum broker will distribute five bands
to NAN3, which is the same as those distributed to NAN1,
provided that interference is not introduced.

B. Cognitive Radio Based SG Applications

Via integrating CR technology with power grid infrastruc-
ture, different types of data can be exchanged efficiently with
varying security, reliability, and QoS requirements. They are
critical to successful operation of the SG. In this section,
several major applications in CR-based SG are summarized
and discussed.

1) Distributed Generation Systems
Fast penetration of distributed renewable energy sources

creates great challenges to the current power distribution in-
frastructure and operating procedures. The ways of controlling
a conventional centralized generation facility may not be
suitable for a distributed generation system. Moreover, power
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quality (reflected in voltage and frequency stability) is one
of the system parameters that need to be measured for the
continuity of power generation and storage operations. Due
to a higher penetration level of distributed renewable energy
sources, more advanced controls are required to maintain the
stability and reliability of the whole power grid [63]. These
controls include agile demand response, intelligent energy
storage, and efficient data transmission, all of which rely on
reliable and robust communication networks for distributed
generation systems in SG.

A robust and reliable communication network is required
for the overall distributed generation system integrity and
safety. Wireless networks might be suitable for these kinds
of applications because of their low cost and easy deployment
features. However, several challenges exist for the integration
of wireless nodes to a power grid, such as network contention,
noise, obstructions, and interferences. CR networks can tackle
these challenges and improve SG system performance through
opportunistic spectrum access with maximizing spectrum uti-
lization.

2) Automatic Generation Control
As mentioned earlier in Subsection I.C, communication

failures may cause serious problems for both system operation
and control in a power grid [26], and can interrupt the wide
area damping control of power systems [27]. Consequently,
the dynamic performance of AGC is also affected adversely.
In a CR-based SG, when a SU is using a vacant channel of
PU, if PU reclaims the channel, which may occur in a random
fashion, the SU has to be squeezed out from the channel and it
must immediately switch to another idle channel. Hence, the
communications of SU will be interrupted if the idle channel
is unavailable. The random interruptions of SU data traffic
may cause packet losses and delays for SU data delivery, and
it will in turn affect the stability of monitoring and control of
a SG.

Therefore, it is critical to address the above problem and
to understand the effects of random interruptions of SU traffic
in CR networks on the stability performance of SG operation
and control. In [32], state estimation of networked systems
over CR networks and its applications in the SG were studied.
By modelling a CR network as a semi-Markov process, the
stability of a linear quadratic Gaussian (LQG) estimator was
investigated. However, the effect of a CR network on AGC was
not covered in this work. The authors in [56] addressed this
problem and investigated the modelling and stability issues
of the AGC in a SG, for which CR networks are used as
the infrastructure for aggregation and communication of both
system-wide information and local measurement data. For
this purpose, a randomly switched power system model was
proposed for the AGC in the SG in the design of CR networks
to ensure the stability of the AGC.

3) Advanced Metering Infrastructure
Recently, advanced metering infrastructure (AMI) has

gained a lot of attraction in both industry and academia due
to its efficiency improvement in online meter reading and
control. The AMI provides two-way communications between
smart utility meters and utility companies [64]. The AMI
includes smart meters, e.g., electric, gas, and heat meters, at
customer premises, access points, communication backbone
networks between customers and service providers, and data
management systems to measure, collect, manage, and analyze
the data for further processes. The smart meters can identify
power consumption in a much more detail than conventional
meters, and periodically send the collected information back to
the utility company for load monitoring and billing purposes.
In addition, the data from smart meter readings are also
critical for the control centers to implement Demand Response
mechanism. Using smart meters, customers can control their
power consumption and manage how much power they are
using, particularly managing the peak load. Hence, through
customers’ participation, the utility companies can likely pro-
vide electricity at a lower rate for all their customers, and
the consequent carbon dioxide emission will be decreased
effectively. Typically, the collected data from smart meters
in AMI are huge and important, and it is estimated that a
moderately sized city with 2 million homes could generate 22
GB of metering data every day [65], easily overwhelming the
best planned data center capacity within a fairly short time.
As a result, the communication backbone networks should be
reliable, secure, scalable, and cost-effective enough to meet
the requirements in terms of bandwidth and latency in data
communications.

Several works investigated integrated communication tech-
nologies for the communication backbone of AMI. For ex-
ample, mesh, Ethernet, and cellular AMI network topologies
for SG were proposed in [66]-[70]. For the same reason, CR
technology can be suitable for AMI communication systems
[71]–[76]. The CR can contribute to AMI technology for
self-configuration and easy deployment in coexisting wireless
networks at different customer premises. With their spectrum-
aware communication capabilities, AMI smart meters and
equipment can be easily deployed at remote sites to achieve
seamless and reliable communications between a utility con-



1553-877X (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/COMST.2016.2613892, IEEE
Communications Surveys & Tutorials

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. XX, NO. XX, YEAR 2016 9

trol center and AMIs. The cognitive sensor network (CSN)
nodes designed with a consideration of energy and price
limitations in remote monitoring can be the main components
for efficient realization of wireless AMI.

4) Real-time Pricing and Demand Response Management
CR and dynamic spectrum sharing are utilized to solve the

spectrum scarcity problem and thus improve demand response
performance and reliability of real-time pricing signals. Note
that critical data such as monitoring and SCADA information
will be transmitted over a dedicated network using licensed
bands or wireline systems because of the strict real-time
requirements. The dynamic spectrum sharing in CR is intended
to be employed for relatively non-critical data, such as the
information from smart meters. This frees up bandwidth in
the dedicated networks for higher priority applications and
thus avoids congestion there.

Based on real-time pricing signals from retailers to smart
meters, the mobile service providers and customers can reduce
power usage peaks by incorporating various communication
technologies with intelligent control algorithms [77]–[84].
In [33], real-time pricing for demand-side management was
considered in the SG, where multiple retailers provide real-
time electricity prices to a heterogeneous mobile network
based on CR technology. Based on a CR-based hierarchical
communication architecture for SG as suggested in [14], G.
Shah et al. utilized dynamic spectrum access to mitigate chan-
nel impairments, and proposed a distributed control algorithm
for data transmission that maximizes the network utility under
given QoS constraints [85]. The sensing performance tradeoff
issue between control performance and communication cost
was studied in [86] in a SG environment based on CR.
However, the authors considered spectrum sharing only in
time domain, i.e., the SG nodes opportunistically use the
idle spectrum based on spectrum sensing. Thus, the spectrum
utilization opportunities in spatial domain were ignored. In
addition, SG nodes in different locations were assumed to
have the same spectrum sensing capabilities, which is not
the case in a real system. As an improvement, in [87],
Q. Li et al. exploited the space-time spectrum utilization
opportunities by using joint spatial and temporal spectrum
sharing in order to better meet the spectrum resource and
communication reliability requirements of real-time demand
response management. To do this, a CR-based SG network
was divided into two regions, namely a temporal spectrum
sharing region and a free spatial spectrum sharing region. In
the temporal spectrum sharing region, SG nodes can use the
licensed spectrum when PUs are vacant; while in the free
spatial spectrum sharing region they can simultaneously share
this spectrum with the PUs without using power control.

5) Wide Area Situation Awareness
Wide area situational awareness is one of the most critical

applications of the SG. There may exist many problems
of communication networks, such as latency, interference,
and overload, that will influence the safety, reliability, and
security of a SG. Furthermore, distributed and large-scale
nature of a wide area creates challenges for wireless sensors

in terms of maintenance, difference in spectrum regulations,
electromagnetic interferences, and fading. These will result
in a need for advanced communications to ensure the relia-
bility for accurately transmitting estimated state of the entire
system. To this end, CR networks can improve the network
performance in terms of wide area situational awareness and
increase spectrum efficiency and capacity with advanced spec-
trum management functionalities, such as the ability of using
different spectrum regulations, efficient spectrum utilization,
and dynamic spectrum access.

6) Real-time Applications in CR-based SG Communica-
tions

To realize real-time applications, reliable and high-speed
communication network is the key. Physical layer research
works, such as advanced interference mitigation algorithms,
advanced antenna techniques (e.g., MIMO), and advanced
modulation and coding techniques, have paved a way to
increase communication network capacity. Such research ad-
vancements have pushed the spectral efficiency of fifth-
generation air interfaces (still under investigations) closer to
system capacity limits [88]. To meet this high capacity demand
for communication networks, CR technology is a promising
paradigm for increasing spectral efficiency further. Moreover,
to monitor and control SG in a real-time basis, we have to
reduce vacant spectrum sensing time of SU using advanced
algorithms, for example, real-time channel selection [89], and
increase efficiency using licensed bands of PUs by scheduling
adaptive transmissions for a large amount of data such as
video streaming [90]. Such advancements in CR technology
will help to meet the growing capacity demands of real-time
applications in future SG.

V. COGNITIVE RADIO BASED SG COMMUNICATION
STANDARDS

Generally, SG is a network of diverse systems, and it
consists of a large number of components deployed in a wide
area of the power systems via various communication net-
works. Hence, standardization of SG is an especially complex
task, but it is extremely important to enable the integration
of all the components in a seamless manner. For example,
there are many industry sectors involved in SG standardization
processes with different agendas, different levels of technical
knowledge, and very different timelines for completion. In
addition, because energy industry is highly regulated in most
countries, the overlap or conflict between the standards and
public policies means that politics will also be an important
issue in the standardization processes. The implementation of
SG should also be coordinated with governmental goals for
national energy policies, national security, economic growth,
and energy independence. As a result, they pose unique
challenges to create a suite of standards for the SG.

Several review papers in the literature [9], [91], [92] dis-
cussed the standard issues in the context of emerging SG
with CR. In [9], the authors described the standards for SG
and provided a contemporary survey on the current state-
of-the-art research in SG communications as well as the
open issues in this field. Furthermore, in [91], a set of core
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TABLE V
CR-BASED SG COMMUNICATION STANDARDS.

Cognitive WANs Cognitive NANs Cognitive HANs
[94], [12] [95], [96] [69], [70], [97]–[101]

standards were identified to suggest the most important topics
for future research and development. Moreover, International
Electrotechnical Commission (IEC) Technical Committee 57
Seamless Integration Architecture (SIA) was introduced and
extended by the follow-up standards, which has become a SG
standardization framework and has been included in several
standards. IEC Technical Committee 57 SIA becomes the core
standards for SG in terms of automation and power system
management. In addition, the authors in [92] provided a survey
on CR standardization activities, their past and present, and
discussed the issues on future standardization efforts.

One of the key challenges is that a CR-based SG system
does not have widely accepted standards, and this prevents the
integration of advanced applications, including smart meters,
smart devices, and renewable energy sources, and limits the
interoperability between them [9]. Meanwhile, it is seen that
CR techniques have been applied to many different commu-
nications systems because a lot of standardization works have
been completed in recent years (i.e., IEEE 802.22 [93]), and
more are in progress (i.e., IEEE 802.19, and IEEE 802.16).
To successfully standardise CR-based SG systems, a critical
prerequisite is the adoption of interoperability standards for the
overall system. Seamless interoperability, robust information
security, improved safety of SG products and systems, and
a set of communication protocols are some of the objectives
that can be achieved with SG standardization efforts using CR
technology.

Table V summarises CR-based SG communication stan-
dards in three tiers of cognitive WANs, NANs, and HANs,
which are elucidated as follows.

A. Standards for Cognitive WANs

Recently, IEEE 802.22 standard was proposed based on
CR technology using available TV bands spectrum, which is
called TVWS [94]. TV bands can provide a better broadband
service for far-away users due to their superior propagation
characteristics, which can improve the coverage and capability
to penetrate buildings at a relatively low power level. The
coverage area of an IEEE 802.22 network is far larger than
other wireless broadband technologies, i.e., WiMAX, and thus
it is a good solution for wireless broadband access in remote
and rural areas. According to FCC regulations, cognitive
devices (SUs) can utilize very high frequency (VHF) and
ultra high frequency (UHF) channels to transmit data. The
bandwidth of every channel is 6 MHz. The VHF channels
occupy the frequency ranges from 54 MHz to 72 MHz, and
76 MHz to 88 MHz; while the UHF channels range from 174
MHz to 216 MHz, and 470 MHz to 806 MHz [94].

In SG, electric power transmission networks are generally
far away from population centers, and as a result many of
TV channels are expected to be vacant. The large coverage
area of IEEE 802.22 cognitive WANs can be a great asset

to provide connectivity in this environment. CR-based IEEE
802.22 is also appropriate for distribution networks. However,
the channel characteristics in urban areas are substantially
different from that in rural areas. Urban areas have a high
density of customers. Hence, they have to accommodate high
data rates in their wireless backhauls. The CR architecture has
a unique advantage in this scenario due to its robustness and
aforementioned performance enhancements. On the contrary,
rural areas have widely distributed customers with a low
density. Therefore, IEEE 802.22 CR system is also an optimal
solution in this situation because it was designed for providing
broadband connectivity in rural areas.

In [12], the authors proposed to use CR-based IEEE 802.22
standard in WANs for SG backhaul data flows. They suggested
two different architectures for cognitive WANs, i.e., stand-
alone radio and secondary radio, for SG communications
according to specific circumstances and applications. They
pointed out that a cognitive WAN works appropriately as a
secondary radio, particularly in urban areas, and as a backup
in disaster relief operations. When there exist higher capacity
requirements hence with less available unused TV bands,
cognitive WANs can opportunistically transmit non-critical SG
data and work as a backup radio in case of a natural disaster or
a security breach. In rural areas, there are more white spaces
available in the TV bands, and they suggested that a stand-
alone radio based on IEEE 802.22 can provide broadband
access for utility backbone communications.

However, in both of their proposed architectures, transmis-
sion of SG time-critical data is still a big challenge because
of inherent sensing delays and cognitive nature as specified
in IEEE 802.22. Accordingly, the authors proposed a concept
of dual-radio architecture for cognitive WAN transmissions,
where one radio chain was used only for SG data trans-
mission and reception, while the other chain was dedicated
for spectrum sensing. The sensing radio constantly searches
for new available channels, so that the transceiver chain
does not have to postpone its data transmissions in order to
seek for idle channels. By employing the proposed dual-radio
architecture, a higher spectrum efficiency and sensing accuracy
can be achieved, compared to a single-radio architecture, since
spectrum sensing is performed all the time and thus a clear
channel for SG data flow can be quickly allocated whenever
required.

According to the discussions, it is convinced that their
proposed CR-based WAN using IEEE 802.22 is well suited
for SG backhaul networks and offers four benefits, which are
listed and briefly discussed as follows.

• Soft capacity limit: The proposed CR-based WAN for SG
communications has a soft capacity limit as it can oppor-
tunistically and dynamically use available TV channels
to increase system capacity.

• Wide coverage area: The BS coverage area in the IEEE
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802.22 standard is much larger than other 802 standards,
which means that less BSs and hence less capital ex-
penditure will be needed to implement CR-based SG
communications.

• Fault tolerance and self-healing: The proposed architec-
ture is inherently robust to failures because if one link
is down due to natural disasters or security breach, a
new connection can be established in a timely manner
to maintain connectivity due to the fact that available
channels are constantly sensed and found.

• Ease of upgradability: CR-based systems are imple-
mented using software-defined radio (SDR) systems,
which are usually implemented by means of software
on a personal computer or embedded computing devices.
Consequently, they are more flexible and can be easily
modified through software upgrading.

B. Standards for Cognitive NANs

Cognitive NANs offer multiple advantages in terms of band-
width requirements, deployment time duration, investment and
operation costs, if compared to other wireline and wireless
technologies. Currently, several standardization groups are
working hard to merge CR technologies with NANs utilizing
TVWS to support applications in SG, i.e., IEEE 802.22, IEEE
802.15, and IEEE 802.11af. IEEE 802.22 working group is
in charge of the standards for wireless regional area networks
based on TVWS with the coverage up to 10 km to 100 km.
Hence, IEEE 802.22 could be used in both WANs and NANs.
On the other hand, IEEE 802.15 study group was created to use
TVWS for intermediate ranges. As a result, it is a good time
to standardise cognitive NANs. In addition, IEEE 802.11af,
which was approved in February 2014 [95], innovated IEEE
802.11 via amendments to allow wireless local area networks
(WLANs) to operate in TVWS in UHF and VHF bands. The
WLANs based on IEEE 802.11af standard were designed for
the ranges up to 1 km, suitable for cognitive NANs and HANs.

Similar to other unlicensed devices, cognitive devices in
NANs, e.g., AMIs, have to deal with interference or congestion
issues, which may introduce new concerns on reliability and
delay in SG communications. Therefore, they will limit the
capability of unlicensed devices for real-time applications
or time-sensitive control in SG. Cognitive NANs should go
beyond dynamic spectrum access, develop self-coexistence
mechanisms to coordinate spectrum usage, and may even pri-
oritize spectrum usage according to the class of SG traffic, e.g.,
real-time versus non-real-time, emergency report versus de-
mand response, etc. IEEE 802.19.1 working group is currently
working on developing a standard for wireless coexistence in
TVWS and can help mitigate interferences among cognitive
NANs. Furthermore, cognitive NANs should also consider the
ways to interoperate with other wireless technologies, such as
wireless cellular networks, to make SG communications more
resilient, scalable, and accessible. Especially, NAN devices in
SG need to adopt a hybrid dynamic spectrum access scheme,
which allows these devices to operate on both licensed and
unlicensed spectrum bands as specified in IEEE 802.15.4g
[96]. Such unlicensed bands may also be used by many other

unlicensed systems. Thus, cognitive NANs should mitigate
interferences from coexisting systems.

C. Standards for Cognitive HANs

Owing to versatile appliances in HANs, obviously, stan-
dardization is a subject of the utmost importance for com-
munications among in-home devices. The market for smart
appliances will be very limited if refrigerators and washing
machines might one day lose their demand response capability
due to different communication standards between utilities
(e.g., WiFi vs. ZigBee). ZigBee (IEEE 802.15.4) [69], Wi-
Fi (802.11a/b/n/ac) [97], and Bluetooth (IEEE 802.15.1) tech-
nologies use relatively low power with a relatively low cost
deployment topology due to their use of ISM bands. ZigBee is
ideal for energy monitoring, smart lighting, automatic meter
reading, and local online monitoring applications as part of
substation automation systems [98] and home automation.
According to the works done in the US National Institute for
Standards and Technology (NIST) [70], ZigBee and ZigBee
smart energy profile (SEP) are the most suitable communi-
cation standards in SG residential network domain. Hence,
these smart meters can communicate with ZigBee devices
to control home appliances. The operation of ZigBee in
unlicensed spectrum makes it easy to form a network based on
a standardized protocol of IEEE 802.15.4 standard. Moreover,
ZigBee SEP in intelligent home appliances can send messages
to home owners, so that they can know the information of
real-time energy consumption. ZigBee SEP supports advanced
metering, load control/reduction, demand response, real-time
pricing programs, real-time system monitoring for gas, water,
and electricity utilities [70], [99]. Nevertheless, ZigBee has
also its own shortcomings, i.e., its transmission distance is
limited, the rate of data transmission is low, and its capacity
to penetrate barriers is low due to its non-LOS transmissions.
ZigBee may cause interferences to other appliances, which
operate in identical 2.4 GHz ISM frequency band, such as
IEEE 802.11 WLANs, WiFi, Bluetooth, and Microwave [70].
Hence, interference detection and avoidance schemes should
be used to provide a reliable network performance. In order to
solve the interference problems, an effective channel discovery
algorithm based on carrier sense multiple access/collision
avoidance (CSMA/CA) mechanism was proposed in [100].
Particularly, cognitive HANs, which can incorporate CR with
standard ZigBee (IEEE 802.15.4) to work on dynamic spec-
trum access, can be a good choice for this purpose [101].
Besides, using dynamic spectrum access, cognitive devices in
HANs can also use licensed bands when they are not occupied
by their PUs.

VI. SECURITY IN CR-BASED SG COMMUNICATIONS

SG security is required to protect both communication
networks and power grid, because these two systems need
to ensure their availability of access as well as survivability
in different scenarios. However, the security of communi-
cation networks and power grid differ in several ways. In
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TABLE VI
SECURITY VULNERABILITIES IN FOUR DOMAINS OF SG COMMUNICATIONS [1], [102]–[104].

Common security objectives Generation Transmission Distribution Customer
Confidentiality [13], [107], [108] Confidentiality of NA NA Breach of user
[117] utility proprietary privacy can lead to

information through lawsuits.
the networks.

Non repudiation [105]–[109] NA 1) Unique keys for NA Mutual inspection
customers in AMI with smart meters.
communications.
2) AMI transaction logging

Availability [110], [118]–[120], Unavailability of 1) Failure of the network Failure of the network Failure of appliances
[127] information for to transmit to transmit fault through errors or

demand response fault/synchrophasor information. malicious compromise
control. information. of usage information.

2) Poor latency of
synchrophasor information

Integrity [13], [111]–[115] Poisoning of 1) Poisoning of 1) Poisoning of Billing fraud.
information for synchrophasor data. synchrophasor data.
demand response. 2) Byzantine failures of 2) Byzantine failures of

synchrophasor data. synchrophasor data.
3) Malicious propagation of 3) Malicious propagation
false faults to disrupt of false faults to disrupt
system. system.

4) Malicious tripping of
relays and other nodes.

Authentication [107]–[109], Authentication to 1) Machine-to-machine 1) Machine-to-machine Authentication built in
[121]–[124] data storage and authentication. authentication. smart meters could be

processing servers 2) Repair person-to 2) Repair person-to stolen and/or
could be machine authentication. machine authentication. compromised.
compromised.

Authorization [105], [126] Unauthorized access Unauthorized access to NA Unauthorized access
to critical systems. synchrophasor/fault to user appliances

information (national through hacking of
security threat). smart meters.

a communication network, latency needs to be limited and
bandwidth needs to be guaranteed; while data manipulation
(placement of false data), destruction of data, and unauthorized
access should be prevented. On the other hand, security in
a power grid needs to ensure reliability, power quality, and
stability. Despite these differences, security between the two
systems must be coordinated because the power grid and
communication networks can be used to launch attacks against
each other. For instance, because the power supply in SG will
be controlled by instantaneous users information, manipulation
of usage data could create a fictitious grid imbalance leading to
voltage variations that can create large-scale failures. Similarly,
if the state information of a grid is poisoned, the grid could
be de-stablized with a potential for physical damage. Physi-
cal damage could occur through overheating of transformers
and relays or through voltage fluctuations in appliances. In
this section, we survey security objectives, and key security
technologies for SG and CR-based SG.

A. Security Objectives of SG

In general, an electrical power system includes four do-
mains, which include generation, transmission lines, distribu-
tion systems, and customers. To exchange information among
the four domains, the SG utilizes various communication
networks. The communications are the fundamental enabling
technology that is ubiquitous in the SG, and it is expected to
be a heterogeneous amalgamation of wired (e.g., fiber-optic,
copper line, etc.) and wireless (e.g., WiMAX, microwave,

satellite, etc.) media. There are several known threats to
these media, such as jamming of wireless signals, damage
to equipment (e.g., tampering or breakdown), spoofing of
wireless routers via denial-of-service (DoS) or malicious data
injection. While wired signals have additional security con-
cerns, they can be affected due to the threats such as electrical
storms, accidental damage, natural disasters, and sabotage.
Historically, the major security objectives of an electric grid
consist of availability, integrity, and confidentiality. However,
the privacy of customers and utility companies is becoming
an increasingly complex issue when the grid incorporates
load management and smart metering. In [1], [102]–[104],
SG security objectives were identified, including six common
objectives as the most important issues for ensuring consistent
SG operation, which include:

• Confidentiality: The data is transformed in such a way
that it will be disclosed only to authorized individuals
or systems, and it is un-accessible to any unauthorized
entity.

• Non repudiation: Non-repudiation techniques prevent ei-
ther senders or receivers from denying a transmitted
message by ensuring that undeniable proof will exist to
verify the truthfulness of any claim of an entity.

• Availability: The assurance that any network resources,
such as data, bandwidth, and equipment, will always be
available to any authorized entity and they are also pro-
tected against any incident that threatens their availability.
One of the important functions of the availability is to
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prevent DoS attacks, energy starvation, and selfishness.
• Integrity: The validation that the accuracy and consis-

tency of distributed data in a network will be main-
tained and protected from malicious modification, inser-
tion, deletion or replay. No unauthorized modifications,
destruction or losses of data will go undetected. The
integrity of data can be ensured by using cryptographic
techniques.

• Authentication: The assurance that one user identifies
another one or verifies the source of the origin of data
in the network. With the help of authentication schemes,
SG can prevent unauthorized users from gaining access
to protected systems.

• Authorization: The validation that no entity in SG envi-
ronment can access to the information or services beyond
its authority. An access control will determine the access
rights of every entity in the system.

Table VI summarises the major vulnerabilities in four dif-
ferent domains of SG. Among these security objectives, avail-
ability usually gets the highest priority in SG communications.
Because the cyber infrastructure manages continuous power
flows in a physical infrastructure, it must guarantee a high
availability. Ensuring a high availability of power flows when-
ever needed is more important to most customers than ensuring
that the information about power flows is confidential.

B. Key Security Technologies for SG

The authors in [105] discussed major security technologies
for SG systems, including public key infrastructure (PKI)
and trusted computing methodologies. Based on the security
requirements of SG, the system structure, and required avail-
ability, the authors believed that utilizing PKI technologies
together with trusted computing elements is the most desirable
solution for SG security. The basic steps in utilizing a PKI
are summarized as follows. First, in order to communicate
with a secure resource (e.g., a relying node), the device
(e.g., a certificate subject) sends a certificate signing request
(CSR) to a registration authority (RA). The RA performs a
validation function check to determine whether the requested
bindings are correct or not. If the requested bindings are
correct, RA signs the CSR and forwards it to the certificate
authority (CA), which then issues a certificate. CA will issue
the certificate and let the validation authority (VA) know the
certificate information of the certificated subject at the same
time. Later, when a device wants to access to a secure resource,
it transmits a certificate to a reliable party, i.e., the secure
resource. The reliable party validates the certificate, typically
by requesting the certificate status from a VA. Eventually, VA
will reply with a positive response if the certificate is valid.
While PKI is known for being complex, the authors suggested
that many of the items responsible for the complexity can
be significantly simplified by including the following four
major technical elements, namely PKI standards, automated
trust anchor security, certificate attributes, and SG PKI tools.
In [106], they suggested to use a novel technical element
to reduce the complexity of PKI security, which is device
attestation. The authors demonstrated that by including only

these PKI elements into the overall security architecture, a
comprehensive and cost-effective solution for SG security can
be achieved.

A trusted computing platform is an comprehensive security
plan that encompasses virtually all aspects of SG operations.
The platforms and associated mechanisms in the trusted
computing model are used to ensure that malware is not
able to access to the software processing devices. The main
functionality of trusted computing is to allow any devices,
which want to join a grid network, to verify that authorized
code runs on that system. The adoption of strict code signing
standards by SG suppliers and operators was also suggested
in [105]. Mechanisms for enforcing such standards have been
put forward by the Trusted Computing Group and have been
also well documented and available in the literature.

Several works in the literature pointed out that SG security
solution requires a holistic approach including PKI technolo-
gies based on industry standards and trusted computing tech-
niques. They also concluded that PKI technical elements, for
examples, certificate lifecycle management tools, trust anchor
security, and attribute certificates, are the existing technologies
that can be tailored specifically for SG networks, resulting in
an efficient and effective solution. To achieve their vision for
the proposed secure SG networks, the authors in the works
suggested that the primary step that should be taken is to
develop a cohesive set of requirements and standards for SG
security. For more works about the security issues in SG
communications, please refer to [107] and [108].

The authors in [110] articulated the security threats to
transmission and distribution (T&D) automation systems.
They mentioned that vulnerabilities in power T&D automa-
tion systems exist at multiple levels, including components,
protocols, and networks. An attack process involves three
steps: access, discovery, and control [110]. First, the attacker
gains access to a SCADA system through a connection with
a corporate network or through a virtual private network
(VPN). Subsequently, the attacker studies the behaviours of
the system and finally launches an attack. The authors pointed
out that the current security solutions are focused mainly on
information technology (IT) but not control systems, and that
there are different needs for them, making IT security solutions
ineffective to control systems. They suggested to decouple
the controls from security in order to make it accessible for
legacy systems that do not have inherent security. Their work
is mainly a conjecture without clear evidence or comparison
with other approaches.

Other works suggested the use of a dynamical graph
theoretical analysis for understanding the impact of cyber
threats on a physical electrical grid [111]. They emphasized
the importance of modelling the cause-effect relationships
between cyber data and electrical grid state signals as they are
related to the power delivery metrics. Such modelling allows a
deeper understanding of the threats that manifest at the inter-
faces between the cyber and physical systems. Unfortunately,
modelling such interactions even in the simplest system is
extremely cumbersome, making this endeavour infeasible. If
generic patterns of interactions can be abstracted, then this
approach might become practical.
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Because the stability and synchronization of the grid opera-
tion depend strongly on the data in the grid, data poisoning and
false injection attacks remain to be the major concerns of SG
security. Recent research works showed that carefully designed
attacks with or without the knowledge of grid topology [112],
[113] can bypass a bad data detection (BDD) system, which is
used to ensure the integrity of state estimation to filter out fault
measurements introduced by device malfunctions or malicious
attacks. Besides, the authors in [112] showed how an attacker
can exploit the configuration of a power system to introduce
arbitrary errors in the state estimation, while bypassing the
existing techniques for bad measurement data detection. They
investigated two specific cases: 1) an attacker is constrained to
a set of meters due to the physical protection of the meters, and
2) an attacker has limited resources to launch attacks against
the meters. The authors’ simulations showed that, despite the
possible limitations, attackers will be able to compromise the
state estimation in both scenarios. Other works investigated
defence mechanisms against false data injection attacks via
protecting a few carefully selected measurements [112], [114],
[115]. They showcased both optimum and reduced-complexity
sub-optimum algorithms for protecting data integrity and
demonstrated them by physical experiments.

C. Key Security Technologies for CR-based SG

There are standard security techniques for dealing with each
of these threats, as discussed earlier. However, an absolute
security scheme does not exist in SG systems based on
heterogeneous communications. CR-based SG can overcome
the problems because the security technologies in CR networks
are matured and standardized. Hence, CR-based SG provides
improved grid stability and reliability. The key to achieve this
is to securely share important measurements, such as syn-
chrophasor measurements gathered by PMUs, among power
grid entities over WANs with standard CR networks, i.e.,
IEEE 802.22 [116] and SCC41 [92]. Typically, such securely
sharing follows entities’ policies, which depend on consumer
preferences, data generator, and time-sensitive contexts. For
example, entities will more likely share the information during
an emergency event. Working with the standards will be
extremely important to ensure a highly secure, scalable, and
consistent SG system in the future, as these standards will
ensure the security requirements of SG based on CR. In [117],
Sherman et al. suggested that the type of information to be ac-
cessed, QoS, and security requirements for data streams should
be considered in CR scenarios according to IEEE standards.
CR includes highly flexible devices that can self-configure
many of their parameters to optimize communications in the
network by optimizing spectrum usage.

Clearly, since CR technology has been introduced into SG
communications, there come new forms of attacks, mostly on
physical layer [118]. For more works about security issues
and the countermeasures for various attacks on CR networks,
please refer to [119] and [120]. In the literature, it is seen
that the most common attack on the physical layer of CR
networks is the primary user emulation attack (PUEA). The
PUEA may masquerade as a PU by transmitting special signals

in the licensed band, thus preventing other SUs from accessing
that band. The PUEAs transmit only on the channels that
are not used by PUs. Therefore, SUs regard these attackers
as PUs and do not try to access the channels that are not
used by PUs. The methods to defend against PEUA have
been extensively investigated. In [121], the authors utilized
a transmitter verification scheme called localization-based de-
fence (LocDef) to detect the PUEAs. This scheme verifies
whether a received signal at SU is that of an incumbent
transmitter by estimating the location of this transmitter and
observing its signal characteristics. In a practical case based
on IEEE 802.22, the PUs can be TV signal transmitters (i.e.,
TV broadcast towers) and their receivers. Their locations are
typically determined. If a malicious user wants to emulate the
PU and its location is almost the same as the PU, SUs will
not receive the signal of the malicious user since the transmit
power of the malicious node is much lower than a TV tower.
If a SU receives a high power signal from a malicious user, it
means that the malicious user must be very close to the SU.
Thus, the SU can determine whether a transmitter is a PU or
PUEA, just by estimating the location of the transmitter.

However, as the users are moving nodes, the LocDef may
not be able to identify PUEAs and PUs at PHY layer over
multipath Rayleigh fading channels [122], [123]. Hence, the
work in [124] proposed a solution to identify PUEAs via
exploiting channel-specific features in mobile CR networks.
To improve detection efficiency, it proposed to use Neyman-
Pearson test and sequential probability ratio test (SPRT) to
distinguish PUs from PUEAs over multipath Rayleigh fad-
ing channels at low signal-to-noise power ratios. The main
contribution of this work is to combine the advantages of
quick detection on PHY layer with those of the cooperative
detection of PUEAs based on the proposed channel-tap power
estimation. The change of channel-tap powers depends on the
mobility of transmitter and receiver pairs, which are utilized
as a radio frequency fingerprint to detect PUs and PUEAs
in mobile CR networks. Additionally, by using the channel-
tap powers, the proposed detection method is insensitive to
the unknown phase of channel impulse response. Although
the proposed scheme can quickly identify a PUEA by PHY
layer detection mechanism, the result of detection for a single
node may still be inevitably influenced by many other channel
factors, such as shadowing and random fluctuations of small-
scale fading. Therefore, the cooperative detection schemes
were devised using fixed sample size test (FSST) and SPRT.
Notably, this cooperative detection based on channel-tap power
can mitigate the effects of wireless fading channels, enabling
the use of low-complexity individual detectors to shorten the
detection time. Moreover, cooperative detection increases the
probability of detection in non-scattering-rich environments.
However, cooperative sensing is vulnerable to sensing data
falsification attacks. A two-stage scheme to overcome such an
attack was proposed in [125].

The authors in [13] designed CR-based SG using hardware
platforms, such as Virtex-5 and Virtex-6 field programmable
gate array (FPGA) of Xilinx, and proposed a network testbed
to evaluate security capability of the CR-based SG. The
major concerns on hardware platforms for CR networks are
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computing power and response latency. This work proposed
a hardware architecture to address these two concerns based
on detection and learning algorithms. The results showed that
the CR-based SG requires a much higher computing power.
Hence, increasing computing power and reducing response
latency can help to enhance security. Besides, the authors in
[126] proposed FPGA-based fuzzy logic intrusion detection
to enhance the security for CR-based SG. In this method,
different variables that influence the inference of an attack
are analyzed and combined for the decision-making process
of a security device.

From aforementioned discussions, based on the knowledge,
solutions, and standards for CR technology, CR-based SG is
very promising for future SG implementations because hetero-
geneous communications in SG are replaced by the CR tech-
nology, which has been standardized with the consideration of
security issues. With the help of CR technology, the capacity
of a network backbone can be increased up to 18 Mbps.
Furthermore, electric systems can benefit from CR technology
to improve the performance of their communication systems,
since CR is characterized by its capability to cover a long
distance. A large coverage as well as a sufficiently high data
rate makes the CR-based SG particularly suitable for wireless
automatic meter reading (WAMR) as part of utility automatic
metering infrastructure [127]. CR can be used to provide real-
time pricing information based on real-time energy consump-
tion of the customers and provide different QoS requirements
for electric systems in an economical manner. Major benefits
of CR-based SG include improved communication reliability,
lower installation costs, larger network coverage, and better
network connectivity.

VII. ENABLING TECHNIQUES FOR CR-BASED SG
COMMUNICATIONS

In this section, we are engaged to identify the possible
technologies that can tackle the challenges to implement CR-
based SG communications.

A. Reliable Communications between Networks

1) Communications between cognitive HANs and NANs
In order to facilitate the communications between cognitive

HANs and NANs, we suggest to use the following techniques.
• Hybrid spectrum access to extend the coverage of WANs:

As spectrum holes of the licensed bands may not be
enough to transmit a massive amount of data, the com-
munications between HANs and NANs may temporarily
operate in the license-free bands (i.e., ISM bands) at a
lower bit rate. In this way, the performance could be
maintained close to that of the existing infrastructures
in the worst-case scenario. As a result, data transmissions
between HGWs and NGWs can be conducted using a hy-
brid spectrum access scheme, so that the communications
between HANs and NANs can be made more reliable.
Here, the HGWs are considered to be cognitive nodes and
responsible for spectrum sensing in the communication
networks. The HGWs conduct spectrum sensing to find
unoccupied spectrum bands. However, if sensing time is

too long, data transmission time will be reduced, which
will impair the throughput of the networks. Thus, there
is a time instance, at which the HGWs should give up
searching for an unoccupied licensed band and access to
the ISM bands directly for data transmission. A policy
to decide when to stop spectrum sensing and when to
access ISM bands was proposed in [56] according to
the expected throughput performance. In this case, ISM
bands are introduced as backup bands for communica-
tions to improve service reliability of SG applications.
If this situation happens frequently, more NGWs can be
installed to utilize space diversity.

• Shorten delay for real-time applications: In cognitive
HANs, neighbouring cells are combined to reroute real-
time data traffic [34] with priority-based traffic scheduling
for CR-based SG according to various traffic types [35],
such as control commands, multimedia sensing data, and
meter readings, to reduce delays of traffic and ensure
real-time capability. Besides, in cognitive NANs, self-
coexistence mechanisms should be developed to coordi-
nate spectrum usage and priority spectrum access accord-
ing to the class of SG traffic, e.g., real-time versus non-
real-time, emergency report versus demand response, etc.
Furthermore, cognitive NANs should also consider how
to interoperate with other wireless technologies, such as
wireless cellular networks, to make SG more resilient,
scalable, and accessible.

• CR-based AMI self-configuration: As part of the end-
user facilities, AMIs can also be efficiently realized with
the help of CR technology. Using CR technology, AMI
can self-configure in order to coexist with other wire-
less networks at different customer premises. With their
spectrum-aware communication capability, AMI meters
and equipment can be deployed easily at remote sites to
achieve seamless and reliable communications between a
utility control center and AMIs. This is a major oppor-
tunity for efficient implementation of wireless AMI in
remote monitoring.

2) Communications between cognitive NANs and WANs
To ensure reliable and scalable communications between

cognitive NANs and WANs, we identify the approaches as
listed in the sequel.

• WAN coverage area extension to improve reliability:
First, we can use hybrid access modes of licensed and
leased bands to extend the coverage area of WANs
and improve service reliability. The utilities can lease
some radio bands, which are used as backup bands,
at a low cost from a telecommunication operator. The
hybrid access mode between the leased and licensed
bands is intelligently scheduled and seamlessly switched,
so that it can improve QoS of data communications, thus
benefiting both utilities and users. In this sense, NGWs
are considered to be cognitive nodes to conduct spectrum
sensing in communication networks. The NGWs will
choose leased bands to communicate with BS after a
certain period of sensing time, while still searching for
vacant spectrums to use them opportunistically. When
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transmission rate of the leased bands is higher than that of
cognitive licensed bands, SUs will stop spectrum sensing
and access to the leased bands to transmit collected data.
On the contrary, if transmission rate of the leased bands is
lower than that of cognitive licensed bands, then SUs will
find vacant spectrums and access to the licensed bands to
transmit data for achieving a higher throughput. However,
the number of the leased bands may be very limited
and they also serve as backup bands for critical data
transmissions in emergency situations. Thus, the NGWs
should conduct spectrum sensing periodically and have
to release the leased bands once a vacant spectrum band
is found. In NANs, the available unoccupied spectrum
bands are scarce in urban areas, while abundant in rural
areas, because the amount of data traffic in urban areas
is much larger than that in rural areas. Therefore, the
number of leased bands, which are distributed to a NAN
in urban areas, should be more than that distributed
to a NAN in rural areas. Moreover, a leased spectrum
band can be shared by several NANs without causing
interference to each other if the service area of a WAN
is very large. Similarly, the leased bands can be utilized
as backup bands for communications to improve service
reliability of SG applications.
Second, we can use cooperative communications to ex-
tend the coverage and improve service reliability. Other
available wireless and wireline technologies, such as
wireless cellular networks, the Internet, and fiber optics,
could also interoperate with cognitive NANs and WANs
to make SG more resilient, scalable, and reliable in an
economical manner. For example, currently, the mobile
communications have been implemented via both cellular
networks and IPv6 mobile ad hoc networks (MANETs).
We can utilize MANETs to transmit non-critical data. In
[128], the authors proposed to use CR ad hoc networks
as an infrastructure of SG communications to transfer
dependable data simultaneously in SG and help disaster
relief teams for making timely decisions based on SG
data and other sensory information.
Recently, to meet the requirements for mobile multimedia
communications in CR-based SG, small cells have been
proposed and implemented to increase coverage with a
higher data rate [81]. Due to their small coverage areas,
BSs of small cells not only require much less transmission
power than that of macrocells, but also are much more
energy efficient in providing broadband services [129].
However, we have to use a large number of small-cell
BSs to increase the coverage area. For this reason, the
handoff frequency of mobile users going across cells
also increases. As a result, performance of the whole
CR-based SG could be degraded. Hence, we should
consider to use some advanced handoff protocols with
delay constraints to cover a large area reliably.

• Scalability: The CR technology creates an opportunity to
increase scalability at a low cost. For example, a base
station coverage area for IEEE 802.22 can be 33 km
if power level of customer-premises equipment (CPE)
is 4 W, and it can be extended to 100 km if higher

power levels are allowed [12]. IEEE 802.22 standard
was developed to bring broadband wireless access to
wide-range rural areas operating in TVWSs from 54
MHz to 862 MHz, on a non-interfering basis with the
PUs. It carries unique features, e.g., spectrum sensing,
geo-location, and intra-system coexistence for CR-based
operations.

B. Standards

First, the global community needs to agree on a single
high-level architectural model to understand and develop the
standards across different regions and standard groups. For
instance, we cannot standardize the interface between an out-
age management system and a demand response management
system if we do not agree on their technical specifications and
interfaces.

Second, on PHY and MAC levels, we have to accept that
we still see a necessary fragmentation in multiple technologies
based upon reliability and cost constraints of the applications.
We need further standardization works to reduce the number
of unnecessary competing standards that share the same basic
technologies and functions. Many SG applications, especially
those located near to or in homes, cannot bear the cost of
supporting multiple PHYs or gateway technologies to bridge
them. We need to create common MAC/PHY standards that are
widely accepted and that will remain stable for decades rather
than months. Resolving this fundamental issue will make the
design of demand-response systems a success.

Third, since different communication technologies and dif-
ferent standards for each of SG components will be used
to exchange information independently from manufacturers
or any type of physical device to meet the specific QoS
requirements. These communication technologies may require
to operate on different spectrum bands. Hence, CR technology
should accomplish overall coordination between complex, dif-
ferent, and far-away SG components, which is a very difficult
task and imposes a great challenge to CR technology for SG
applications. Standard based and interoperable communica-
tion protocols can be good options to use CR technology
to implement such a complex communication infrastructure.
Moreover, message formats and rules (at a minimum around
granularity, privacy, and usage) for interchange of information
between utilities and consumers need to be standardized and
made stable again for a long period of time, because many
devices do not have upgrade capability. In addition, we need
to develop the standards that define solutions for problems,
and the standards that define the open platforms to deal with
security problems and to ensure communications between
multiple proprietary products.

Finally, user interface standards need to be agreed upon
for in-home devices, and these interfaces need to be simple
to operate. Otherwise, installations by consumers will not be
easy if the installation of each device will need to read a big
manual.
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C. Security

1) Security analysis
It is important to develop a risk/security analysis process

that can autonomously detect faults to limit the damages to
the CR-based SG communications.

In addition to the analysis of causes and effects of different
threats on the electric grid, we need to establish comprehensive
failure scenarios that include the impacts of multiple threats
simultaneously. The risks include those associated with inter-
actions among cyberspace and physical systems. It will not
be possible to consider all possible combinations of threats.
Consequently, an automated test system taking into account
different failures (attacks) in both cyberspace and physical
systems will be an important additional source for mapping
all of the threats and studying their behaviours. Contingency
analysis is already performed for analyzing the stability of the
grids. However, that will need to be extended to incorporate
the risks due to threats coming from various communication
networks. More precise detection techniques that use multiple
factors for accurately predicting threats will need to be devised
to reduce false-alarm probability. Based on the previous risk
analysis, the algorithms can autonomously detect the faults in
CR-based SG communication systems to limit the damages
caused by degraded security performance.

2) Security standards
On the other hand, international security standards are also

needed for CR-based SG communication. Currently, there are
numerous independent efforts to develop security standards
and legislations. Security standards being developed need to
be future-proof, considering futuristic applications, operations,
and energy markets. Standard test scenarios need to be de-
veloped for the people developing the algorithms, as well
as for equipment manufacturers for detecting security attacks
and failure scenarios at the interfaces between power grid
and communication networks. Moreover, we should establish
standardized testing requirements for the security in all ap-
plications and protocols for CR-based SG. It is also essential
to create auditing systems to ensure compliance with security
legislations for utilities, equipment manufacturers, and energy
generators for local, national, and regional regulatory bodies.

3) Quantum key distribution in CR-based SG
The use of quantum key distribution (QKD) can help

improve the security of communications in a CR-based SG.
Quantum communication is an emerging technology with po-
tential applications to the power grids. QKD has been proposed
as an approach to improve the security of communications
between the power grids, and it could be implemented over
existing fiber-optic channels and free-space optical communi-
cation links, within generation systems and power distribution
networks. Quantum communication employs a fundamentally
different technique from most of traditional communication
technologies, and it works based on the physics of entan-
gled quantum states as a fundamental resource. The classical
cyber security techniques depend on physical protection of
communication channels, and they need complex computa-
tion techniques to encrypt transmitted data and protect its
confidentiality. The observation of quantum communication

measurements fundamentally disturbs the system, alerting the
receiver for the changes in the channel. QKD has rapidly
matured and is now providing commercial applications by
several companies around the world. Researchers are exploring
its applications in more challenging and interesting scenarios,
including the SG. One potential usage in the SG is quantum
location verification. As today’s power system components
tend to be stationary, quantum communication techniques
could potentially be used to improve the security with regard
to the identification of the location of a transmitter. This adds
another level of security by ensuring that a transmitter placed
at a fixed location in the power grid is truly at that location
and is not being spoofed. There are many other potential
applications of quantum communication techniques that might
become useful to ensure the security in power grids [1].

4) Real-time control theory
Real-time control theory should be applied efficiently to

the communication networks. Variations in latency have to be
tolerated without making the control systems unstable. Also,
control algorithms should become more distributed, and its
focus should be put not only on traditional goal of stability,
but also on cyber security and fault tolerance.

5) Cross-layer design for attack detection
Cross-layer design for attack detection in CR-based SG is

another new research topic. To realize a secure CR-based SG
communication system, security should prevail every other
aspects of the whole system design, and be integrated into
every system component. SG security includes the protection
of both communication networks and power grids to ensure
availability and survivability. The detection techniques based
on higher-layer introduce an overhead in the network, which
could potentially affect timely delivery of critical messages
in the SG, resulting in instabilities. Thus, our earlier work
proposed a cross-layer design for PUEA detection without
burdening the networks with extra overhead [130]. In this
work, to identify PUEAs and PUs definitely on PHY layer
over multipath Rayleigh fading channels [122] in mobile CR
networks, cross-layer intelligent learning capability of SU was
exploited to establish RF fingerprint databases by combining
the accuracy and capability of higher layer authentication
[131] with a quick detection algorithm on PHY layer [124].

VIII. OPEN ISSUES AND CHALLENGES IN CR-BASED SG
COMMUNICATIONS

In this section, challenging issues in CR-based SG commu-
nications are identified in three areas, including communica-
tions between networks, standards, and security.

A. Communications between Networks

1) Communications between Cognitive HANs and NANs
The challenges to implement communications between CR-

based HANs and NANs are identified as follows.
• The lack of spectrum holes of licensed bands for data

transmissions from smart devices: In CR-based SG net-
works, the communications between HANs and NANs
are realized by connecting HGWs and NGWs. A NGW
connects many HGWs from various HANs using licensed
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bands in an opportunistic manner. However, a SG system
may generate vast amount of data coming from smart
devices. Hence, it might happen that there are no enough
spectrum holes of licensed bands to be used for the data
transmissions, as there might be the times or locations
where vacant bands are not available. Moreover, a great
challenge in HANs is to interwork various customer
equipments provided by different manufacturers using
different standards such as WiFi, Zigbee, wireless re-
gional area network (WRAN), and Bluetooth.

• Traffic delay and real-time capability: Bidirectional data
transmissions between NANs and HANs must meet real-
time requirements. The data transmissions in SG in-
volve many types of data, which have different levels
of time requirements. For example, the real-time data
exchanges between IEDs and other power devices in a
large distributed area should ensure that all decisions are
made by the control centers in a timely manner, such as
controlling or monitoring data, so that demand response
can be realized in the customer ends; whereas some other
data are transmitted in a periodic manner, such as power
consumption data of households. The various types of
data also bring in a major challenging issue due to low-
speed transmission characteristics and inherent sensing
delays of CR. Moreover, the SU in CR must continuously
monitor radio spectrum usage to give the precedence
to the PU. Therefore, the random interruptions in SU
traffic will unavoidably cause packet losses and delays
in sending SU data. As a result, the communications in
a CR network are normally unreliable, and it is a major
issue to support real-time applications.

• AMI self-configuration: HANs connect many smart de-
vices to achieve optimum energy consumption and to
implement demand response and AMIs. Smart meters,
energy management systems, and smart devices installed
in all customer premises are parts of the AMI. The
AMI will enable these smart devices to communicate
with the utility operation control centers to control their
operations at a given time and thus implement demand-
side management for the utility. However, the number
and characteristics of the smart meters and devices may
change randomly according to the preferences of cus-
tomers, who can install new smart meters and devices or
remove old smart appliances in an unpredictable manner.
Hence, the AMI must have self-configuration ability to
ensure online update and effectively monitor the random
changes of these smart appliances.

2) Communications between NANs and WANs
The challenges to implement communications between CR-

based NANs and WANs are identified in the sequel.

• Limited WAN coverage area due to the use of ISM
bands: The communications between NANs and WANs
are established based on cognitive BSs. Hence, there is
also the problem of a possible licensed band shortage
for opportunistic access. However, the ISM bands are
not suitable for the communications between NANs and
WANs because the coverage area of WAN is larger, while

the ISM bands are suitable for short-range transmissions.
• Service reliability using TVWS to connect NANs and

WANs: Another serious issue on using TVWS to con-
nect NANs and WANs is service reliability. In spite of
diversity algorithms, such as dynamic frequency switch-
ing and multi-channel utilization, which may provide
the solutions to the reliability problems, the SU using
TVWS is considered as a fundamental issue, in which
the connections in TVWS must postpone its operations
upon detecting the existence of an incoming PU. How
to mitigate the unreliability caused by inherent cognitive
characteristics of SG communications in the licensed
bands remains to be an open issue.

• Scalability: The scalability feature of wired communi-
cation technologies for WAN connections in SG is lim-
ited because of high installation and maintenance costs.
Hence, for wide area communications, wireless technolo-
gies are preferred because of its flexibility. However,
scalability in wireless technologies is provided by adding
more wireless access points and routers to the network,
which will also increase the installation costs.

B. Standards

1) Requirement for a universal standard for secure CR-
based SG communications

The success of CR-based SG depends largely on uninter-
rupted communications of its entities. With each sub-network
in the SG having its own devices, its own capabilities, and its
own requirements, ensuring the interoperability and uninter-
rupted communications between SG entities becomes a rather
difficult task. Hence, a universal standard framework, whose
functions include developing guidelines, protocols, and model
standards for secure communications between the entities in
different sub-networks of CR-based SG, is essential. Such a
universal standard framework for secure communications in
CR-based SG will contribute to meet the unique requirements
proposed by specific SG subsystems.

2) Call for novel interoperability standards
To implement SG and ensure the interoperability among its

entities, we need to take a novel approach. The traditional
approach of developing standards individually first and then
creating another standard to unify them will never give us the
optimum results and may waste a lot of efforts. Certainly, in
the US and Europe, the deadlines based upon politics, rather
than engineers or project managers, have been mandated. This
practice may not yield good solutions and will slow down
the process and reduce the effectiveness of interoperability.
Fortunately, at least some of those in the IEC process seems to
work to meet the deadlines. It seems that globally harmonized
standards will unlikely be created and adopted for CR-based
SG within a short time. What is more realistic is to aim for
establishing common models and common basic architectural
rules that support interoperability, rather than theoretical in-
teroperability.

3) Regional differences in electric grid topology
Because regions vary in their implemented topology of

their grids, some technologies simply work better in some



1553-877X (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/COMST.2016.2613892, IEEE
Communications Surveys & Tutorials

IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. XX, NO. XX, YEAR 2016 19

regions than in others. For instance, power line communication
technologies are much more efficient in low voltage-centric
grids, which are popular in most countries of Europe but not
in the U.S. The differences within a region, and even within
a utility company, often mean that multiple technologies must
be used to resolve interconnection issues.

4) Design of new protocols for SG
The stringent requirements of some of sub-networks in

SG systems are partly the reason why the SG demands for
redesigning the existing protocols. CR-based SG standards
should be characterized by the flexibility needed for meet-
ing their functional requirements. For example, IEC61850
standard for communications in a substation ensures that
critical messages, such as an islanding command for fault
isolation, will not experience delays of more than three ms.
If this requirement is not satisfied, it will put the entire
substation equipment at risk. In practice, any protocol used in
a CR-based SG for data aggregation, secure communication,
authentication and so on, has to be designed to meet SG’s
unique requirements.

5) Time-proof backwards compatibility
The members of world standard organizations believed that

the SG should be backwards compatible with all existing tech-
nologies, including legacy systems, software, and interfaces,
such as dial-up networks, MS-DOS, and serial ports. Clearly,
this compatibility cannot be accomplished while allowing
significant progress in the deployment of new technologies.
The difference between setting up the standards that enable a
future development path and establishing compatibility with
all existing technologies seems not to be well understood by
some parties of concern.

It is not a good option to deploy the technologies with
critical functions to manage the grid, and then discontinue the
manufacture of those devices because newer technology has
been introduced. Technologies chosen to be the core of the SG
need to have a long product life, and future versions need to
be made backwards compatible. The questions of backwards
compatibility with non-SG standards and the backwards com-
patibility of SG standards with its previous versions are very
different and should not be confused.

6) Business and political barriers on the way to standard-
ization

Utilities must make investment decisions on SG products
with a very long life-cycle. Remember that SG is not an
industry producing the products with their replacement life-
cycles being only six months or two years, but the one with
20 or 30 years life span. Therefore, an evolutional path must
be well planned, to avoid the trial-and-error approaches used
in many telecommunications products.

As the members of world standard organizations have their
different agendas, the people with skills in one area probably
want the technologies they developed and know well how
to make them survivable in the next years. Aside from the
business barriers in the ways to develop standardizations, there
are a lot of political issues in place, as different countries,
states, consortiums, and other entities strive to be the leaders
in the standardization processes of the new technologies, and

gain competitive edge by adding their technologies into the
standards.

C. Security
1) Difficulty to identify large-scale catastrophic failures
In CR-based SG security, the primary challenge stems from

a high level dependence between grid components, such that
seemingly independent random events can aggregate to yield
large-scale catastrophic failures in the grid. High complexity
in systems increases the probability of flaws, and unintended
access points increase the possibility of attacks induced fail-
ures, especially in an adversary model, in which attacks are
readily replicated, thus propagating the failures. In addition,
new entities, such as electric vehicles and DER, are expected to
be incorporated in the grids. However, researches on security
raised up by the incorporations have received very limited
attention. Hence, it is very difficult to identify and address
the issues on new failure modes in such systems before they
become large-scale problems.

2) Dependence between electric grids and communication
networks

We understand the threats to the communication networks
and power grids, and we understand to some extent how the
threats associated with the SG communication infrastructure
impact on the power grid. However, it is unclear how the
threats in the power grids can affect the communication
networks.

3) Difficulty to change the mindset of utilities about relia-
bility

The mindset of utilities is still focused on reliability un-
der natural disasters, instead of the security threads from a
determined adversary. Additionally, the nature of services to
the end customers is evolving under a mindset of functions
(such functions are sometimes provided by the third parties,
not the utilities). It is important to build up a set of regulations
that define a clear line between which can be protected by the
utilities and which cannot.

4) Challenges to detect network based threats
The most serious challenge comes from the ubiquitous con-

nectivity in the equipment, software, and controls in the grids.
Network based threats may propagate quickly to overwhelm
the whole network. In addition, the universal connectivity and
multiple access points make the system more vulnerable to
attacks (such as DoS). We need to rely on automated detection
schemes to respond to network based threats.

5) Intrusion detection, prevention, and recovery for CR-
based SG

Typically, PUEA induced DoS and distributed DoS are two
most dangerous attacks against a CR-based SG. If such attacks
can not be detected and quarantined early enough, it will risk
the failure of the functionality in most critical infrastructure
and threaten the whole CR-based SG. Hence, we need new
methods for risk assessment based on prior knowledge in
order not to introduce further delays in the overall system.
Besides, in case that an attack can not be identified and
prevented, appropriate intrusion recovery techniques must be
implemented to remedy the consequences of the attacks on the
critical infrastructure.
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6) Key management techniques for AMI and wide area
measurement networks

Today, the majority of key management schemes were
proposed only for secure communications within the SG, to
address the issues on key establishment for the communicating
entities within SCADA systems to protect critical messages,
such as near-real time information, pricing signals, and feed-
back data regarding energy consumption of customers. In fact,
very few studies have been carried out on key management
schemes for the AMI and wide area measurement network
entities. Hence, in the future, researchers should focus on
the proposal of novel key management techniques specifically
designed for the AMI and wide area measurement networks.

IX. CONCLUSIONS

In this paper, the CR technology for SG communications
has been identified as an important technique for futuristic SG
implementations, and the state-of-the-art research activities in
this area have been reviewed. To implement CR-based SG
in the years to come, the problems of security and standards
for communications in CR-based SG have to be identified
and solved first. Hence, the issues on standards, security,
and communication architecture in CR-based SG have been
discussed. To tackle these challenges, possible technologies
to implement CR-based SG communications are surveyed and
proposed. Future SG should use intelligent monitoring systems
to keep a track of all electricity flows and collected data
streams from a large number of smart devices. Hence, it
must be flexible and resilient to accommodate newly emerging
applications in an economic manner. To achieve this goal,
CR technology will certainly play an important role in SG
communication infrastructures. Moreover, with the help of CR
technology, SG communications can support various types of
traffic including multimedia, particularly real-time data deliv-
ery with stringent QoS requirements. With the CR technology,
SG should preserve its interoperability and secured commu-
nications within a hybrid system, where both new and legacy
grids coexist. Therefore, CR-based SG communications should
be built upon open protocols and standards for compatible
security requirements.
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