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Low Power ECC Implementation on ASIC

Van-Lan Dao(B), Van-Tinh Nguyen, and Van-Phuc Hoang

Le Quy Don Technical University, Hanoi, Vietnam
kqha1025@gmail.com, tinh.vxl@gmail.com, phuchv@mta.edu.vn

Abstract. In this paper, the Low power Elliptic Curve Cryptography
(ECC) structure over Galois field GF (2m) is studied and implemented
on the Application Specific Integrated Circuit (ASIC) tool for wireless
sensor network and Internet of Things (IoT) Applications. Clock gating
technique is used for decreasing power consumption. The implementa-
tion is conducted by the 180 nm CMOS standard library shows that the
proposed ECC structure has the power consumption of 10.4 µW/MHz
outweigh than previous designs.

1 Introduction

Recently, the need of using energy-efficient electronic devices, IoT applications
and communication networks is more and more emerging. A large number of
applications using wireless sensor networks to be used in different areas of life.
Wireless sensor networks [2–7] can be utilized in military, agriculture, industry,
medicine, sport, environmental monitoring, traffic, smart houses, etc. Figure 1
is the general structure of a wireless sensor network (WSNs) in which the data
confidentiality is an essential issue [1].

The objective of this paper is to design a low power ECC structure based on
the clock gating technique with area and power constrained condition. The rest
of this paper is organized as follows. Section 2 describes the ECC, clock gating
technique and Sect. 3 presents the low power ECC structure. Section 4 shows the
implementation results and finally, Sect. 5 concludes the paper.

2 ECC and Clock Gating Technique

2.1 Elliptic Curve Cryptography

In 1985, elliptic curve cryptography [15] based on the discrete logarithm problem
was proposed by Miller [8] and Koblitz [9] independently. An elliptic curve,
over binary field (GF (2m)) can be defined a set of solution to the equation as
bellow [10]:

y2 + xy = x3 + ax2 + b (1)

where a, b ∈ GF (2m), b �= 0 and at the same time the point at infinity is ∅. Thus,
if P1 is a point on the ECC curve then P1 + ∅ = P1. Two point operations are
used called point addition and point doubling. We consider P1 and P2 be points

c© Springer International Publishing AG 2017
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Fig. 1. The general structure of a wireless sensor network.

over (GF (2m) on the elliptic curve. If the two points are not the same then the
adding of the points gives a new point, Q on the elliptic curve called the result of
point addition. Again, if the two points are the same, P1 = P2 then, the addition
of the two points gives a new point, Q is called the result of point doubling [10].

The main operation in ECC is point multiplication, where a point, P and
a random number, k are considered on an ECC curve and a scalar multiplica-
tion is performed to obtain Q, where Q = k.P . The basic operation of point
multiplication can be obtained by point addition and point doubling. The field
arithmetic involved in point addition and point doubling can also be performed
in binary fields. The scalar point multiplication Q = k.P can be written as
kP = P + · · · + P .

2.2 Clock Gating Technique

Today there are many researches related to clock gating technique [11–13]. Clock
gating technique is an efficient power optimization technique that is employed in
both ASIC and FPGA designs to eliminate the unnecessary switching activity.
This method usually requires the designers to add a small amount of logic to
their RTL code to deselect unnecessarily active sequential elements - registers.
Figure 2 is the simple classic global clock gating.
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Fig. 2. The simple global clock gating.

3 Low Power ECC Design

In our research, the ECC core architecture as shown in Fig. 3 is used [14]. It
includes a FSM control unit, point addition units, point multiplication units and
squaring units.

Table 1 lists the function of the signals in the proposed ECC core. On the
other hand, clock gating technique is carried out by using the Multiplexer unit.

Fig. 3. The ECC core architecture.
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Table 1. Signals in the proposed Ecc core.

Signal Direction Function

clk ecc Input System clock

reset Input System reset

XP [m − 1 : 0] Input Data input XP

YP [m − 1 : 0] Input Data input YP

done Output To indicate that the output is ready to read

XQ[m − 1 : 0] Output Data output XQ

YQ[m − 1 : 0] Output Data output YQ

4 Implementation Results

The ECC core was implemented with VHDL code, simulated in the Modelsim
tool and then synthesized by using a 180 nm CMOS standard library in the
Synopsys Design Complier. Figure 4 shows the simulation model for the 8-bit
ECC core. The input generation block generates the input vector values for the
ECC core verification. Figures 5 and 6 present the RTL (pre-synthesis) simula-
tion results in the Modelsim tool and post-synthesis simulation results in the
Synopsys VCS-DVE tool, respectively. Table 2 is an example of a test vector for
the ECC core verification. It can be seen that the simulation results are the same
for pre- and post-synthesis netlists.

Table 2. An example of a test vector for ECC core verification.

K(hexa) 0xFFF030001F0000FFFFF000003800000000

XP (hexa) 0x2FE13C0537BBC11ACAA07D793DE4E6D5E5C94EEE8

YP (hexa) 0x289070FB05D38FF58321F2E800536D538CCDAA3D9

XQ(hexa) 0x01C14DDAB12BC0D98BF83CE0022F305039F64FC205

YQ(hexa) 0x006F9B20200EB3CEA80D1DB6C0FB8E6DED4A3C665C

Fig. 4. The simulation model for the ECC core.
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(a) Data and key input

(b) Data output.

Fig. 5. Simulation results in Modelsim tool

The ASIC implementation results are shown in Table 5 in which the proposed
ECC core power can be reduced to only 10.4µW/MHz when m = 163. Com-
pared with other designs, the ECC core power consumption can also be reduced
significantly while achieving the maximum clock frequency of 59 MHz.

(a) Data and key input

(b) Data output.

Fig. 6. Post-synthesis simulation results in Synopsys VCS-DVE tool
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Table 3. Implementation results of ECC core in a 180 nm CMOS ASIC library.

K163 K233 K283 K409 K571

Area (kgates) 27.5 37.2 47.3 65.5 98

Speed (MHz) 59 56 61 56 55

Table 4. Power consumption of ECC core in a 180 nm CMOS ASIC library (µW).

ECC core K163 K233 K283 K409 K571

Not clock gating 143 203 246 356 499

Clock gating 10.4 40 58 108 174

Table 5. Comparison of ECC core designs.

Design Field size (m) Power Note

[16] 163 17 µW 4-bit digit multiplier

305 µW 3-reg. coprocessor

503 µW 7-reg. coprocessor

12000 µW typ. 8-bit processor

[17] 233 20.38 mW Single Processor

64.64 mW Asynchronous MIMD

49.51 mW MIMD-SIMD

[18] 192 39.3 µW -

[19] 192 18.85 µA@100 kHz -

[20] 134 <15 µW@200 kHz -

[21] 100 <400 µW@500 kHz -

[22] 193 42.8 µW/MHz -

This work 233 40 µW/MHz -

In this paper, the ECC core is synthesized with two cases of using clock
gating techniques and not using clock gating techniques. Area and speed of the
ECC core in both cases were similar, synthesis results are shown in Table 3.
However, the power consumption of the ECC core with clock gating technique
is reduced significantly. For example, m = 163, the power consumption of ECC
core using clock gating technique decreased by 92.7 % in comparison to the case
not using clock gating technique. Other cases of m are shown in Table 4, in which
K163 presents the key length of 163-bit. Figure 7 is the synthesized netlist in the
180 nm CMOS standard cell library for the case of clock gating architecture.
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Fig. 7. Synthesized netlist of the ECC core in a 180 nm CMOS library.

5 Conclusions

This paper presented a power efficient ECC core for wireless networks and IoT
applications. The ASIC implementation results show that using clock gating
techniques, the ECC core power can be reduced significantly. Therefore, this
ECC core is highly potential to be used in IoT applications and wireless network
nodes such as environment monitoring which requires low power and compact
encryption cores. In the future, we will optimize the power consumption and
area for the proposed ECC core and apply it for wireless network applications.
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