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Abstract— This paper presents an efficient ASIC implementation
of the low area and ultra-low power AES encryption core with an
optimized S-box, Rcon and control blocks optimization,
combined with a simple clock gating technique using an ultra-low
power 65nm SOTB CMOS technology. The ASIC
implementation results show that the proposed AES encryption
core requires a small number of clock cycles with ultra-low
power consumption and achieves higher resource usage efficiency
compared with other designs.

1. LOW-POWER, LOW-AREA AES CORE DESIGN

Advanced Encryption Standard (AES) is a well-known
security standard for data encryption [1, 2] in many emerging
wireless networks. Although the encryption is standardized,
the efficient hardware architecture and implementation
methods are the topics which many researchers are focusing
on. Therefore, the objective of this paper is to design a low
area and low power AES encryption core for emerging
wireless networks.

In [2]-[5], authors have focused on optimizing AES
encryption core for the low area implementation. However,
they use an LUT-based (non-optimized) S-box that may result
in a high area ASIC implementation. In some other papers [3]-
[10], the authors focused on improving the S-box architecture,
ultilizing FPGA embeded resources and some optimization
techniques.

In this paper, AES encryption core processes data in 128-bit
blocks with the key lengths of 128-bit. To reduce the AES
encryption core area, we employ an 8-bit architecture with an
optimized S-box so that the AES core encrypts an 8-bit data
block in each clock cycle. The proposed AES encryption core
architecture is shown in Fig. 1. This core includes a key
expansion unit, a mixcolumn unit, a parallel to serial converter
and a byte permutation unit. S-box 1 and S-box 2 blocks are
the sub-blocks in the byte permutation unit and key expansion
unit as described in [4].

For a low power consumption implementation, a simple
clock gating technique is proposed by using start in signal as
shown in Fig. 1. The clock tree in the AES core is
controlled by this signal. S-box is an important block in the
AES core so that some papers on S-box optimization for the
specific requirements have been published [2-5]. To reduce
the complexity, we use the S-box architecture with the direct
hardware implementation. In this paper, the S-box is
transformed from GF(2%) to GF(2*)/GF(2*)/GF(2%) architecture

[5].
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Fig. 1. The 8-bit AES encryption core architecture with iterative structure
and simple clock gating technique

Moreover, according to [1], Rcon block takes the inputs
from r_in signal which is the round index ranging from 0 to 9.
Rcon also can be a multiplexer (MUX) circuit which uses »_in
as the selection signal [4]. In our design, Rcon block is
optimized by using the simple Karnaugh optimization.

For control part optimization, in the proposed AES
encryption core, the control block in AES encryption core is a
low power state machine. In this work, we propose a simple
controller based on a counter as shown in Fig. 2. The control
signal is generated from a simple 8-bit counter. The four
maximal significant bits of counter output (counter[7:4]) are
fed to key expansion block (»_in signal), and the 4-bit lower
part (counter[3:0]) is used to select the operations in each AES
encryption round. This simple control block is used to reduce
the area and power consumption of the proposed AES
encryption core.

Our main contribution in this paper is that an efficient AES
encryption core for low area, ultra-low power systems is
proposed based on the 8-bit iterative architecture with an
optimized S-box, Rcon and control blocks optimization,
combined with a simple clock gating technique.

1L

The proposed 8-bit AES encryption core was modelled
with VHDL, and then implemented with a 180 nm CMOS and
65nm SOTB CMOS [11] standard libraries by Synopsys
Design Complier and Synopsys IC Complier tools. The ASIC
implementation results of proposed and other AES encryption
cores are shown in Table I in which the proposed AES
encryption core area can be reduced to only 2.3kgates with
180nm CMOS library and requires the smallest number of
cycles. Compared with other designs, the proposed AES
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encryption core power consumption can also be reduced
significantly to only 7.1uW/MHz with 180nm CMOS
technology and especially to 0.38uW/MHz with 65nm SOTB
CMOS technology. The proposed 8-bit AES encryption core is
the lowest power consumption AES encryption core presented
in literature. Figure 3 is the layout of proposed 8-bit AES
encryption core with 65nm SOTB CMOS technology.
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Fig. 2. The controller architecture for the 8-bit AES encryption core.

Fig. 3. Layout of the proposed 8-bit AES core using 65nm SOTB CMOS
technology. The AES core layout dimension is 120pm>120pm.

TABLE L IMPLEMENTATION RESULTS OF PROPOSED §-BIT
AES ENCRYPTION CORE COMPARED WITH OTHER PAPERS.
. No. of Area Power
Design Technology cycles (kgates) consumption
Our work 180nm 160 23 7.1 uW/MHz
Our work | 65nm SOTB 160 2.6 0.38 pW/MHz
[4] 130nm 160 3.1 37 uW/MHz
[6] 22nm 336 2.0 13 mW (*)
[7] - 226 24 3.7 nA @ 100KHz
[8] 130nm 356 5.5 99 uW/MHz
[9] 65nm 200 0.012 mm® 46 yW @ 0.5V
[10] (**) 180nm - 1.05%x10° pm? 39.1 uW/MHz

(*): @1.1GHz and 0.9V, (**): 8-bit architecture
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III.

This paper has presented a low area, ultra-low power AES
encryption core which can be used for emerging wireless
networks. The implementation results in ASIC show that by
using an optimized S-box, Rcon block and control blocks
optimization, combined with a simple clock gating technique,
the AES core area and power consumption can be reduced
significantly. The proposed AES encryption core requires the
smallest number of cycles and achieves lowest power
consumption as well. Therefore, this AES encryption core is
highly potential to be used in wireless network nodes which
require long battery duration. In the future, we will further
improve the AES encryption core and apply it for a wireless
network application.

CONCLUSIONS
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