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Abstract—In this letter, the channel-tap power is utilized as a
radio-frequency fingerprint (RF) to completely identify primary
user emulation attacks (PUEAs) over multipath Rayleigh fading
channels. To accurately know identities of primary users (PUs)
and PUEAs, the cross-layer intelligent learning ability of a mobile
secondary user (SU) is exploited to establish detection databases
by seamlessly combining the quick detection of physical (PHY)
layer with the accuracy of higher layer authentication. The
proposed method helps PHY layer completely detect the identities
of PUs and PUEAs. For SNR = -2 dB and the false alarm
probability of 0.1, the SU can detect a PUEA with the detection
probability of 0.9673 under the mobile speed of 70 km/h.

Index Terms—Channel-tap power, cross-layer design, primary
user emulation attacks (PUEAs).

I. INTRODUCTION

HE concept of cognitive radio (CR) was proposed to

solve the problem of scarce spectrum and poor alloca-
tion of traditional spectrum policies. CR users or legitimate
secondary users (SUs) use spectrum sensing technologies to
detect vacant spectrum of primary users (PUs) and utilize them
opportunistically, increasing the efficiency of spectrum usage.
Various spectrum sensing technologies, such as matched filter
detection, energy detection, cyclostationary feature detection,
and intelligent detection [1], have been proposed. When a SU
is using vacant spectrum of PU and detects the presence of
PU signals, it must immediately switch to another idle spectral
hole. However, malicious SUs may emulate the signal of PUs,
referred to as primary user emulation attacks (PUEAs), with
the aims of obtaining higher access priority or degrading the
performance of the whole CR networks. This property is a new
vulnerability in CR networks, because the spectrum sensing
technologies are unable to differentiate the identities of PUs
and PUEAs.

To overcome this vulnerability, recently, the physical (PHY)
layer detection [2]-[4] and higher layer authentication [5]
schemes have been separately developed to identify PUEAs.
Z. Chen et al. considered energy based mechanism [2], which
employs the path loss and the log-normal shadowing of a
communication channel to detect the presence of PUEA.
However, the authors assume that the locations of PUs, PUEAs
and SUs are fixed. To improve the performance of detection
in fading environment, the work [3] utilized the channel-tap
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power as a radio-frequency fingerprint (RF), which is a one-
to-one relation between transmitters (Txs) and SU, to directly
detect PUEAs and PUs via PHY layer. Although different
users can be distinguished, it is still impossible to exactly
tell identity of a Tx as PU or PUEA. The detection time of
PHY layer is typically more efficient than that of conventional
techniques based on higher layer protocols. Recently, Liu et
al. proposed a PU authentication system [4] at PHY layer
without using hypothesis test. Nevertheless, it depends on the
authentication information from a helper node, which uses
cryptographic signatures to authenticate signals of PU.

As an improvement, in [5], the authors proposed PU au-
thentication mechanism based on public key cryptography that
is used as digital signatures by the higher layer protocols.
The PU encrypts its identification with its private key and
appends the encrypted signature to its transmission. Since only
the PU knows its private key, malicious SUs cannot produce
a valid signature to emulate the PU. As a result, the higher
layer authentication is hard to break and can obtain accurate
identification of PUEAs and PUs. However, a continuous
application of cryptographic signatures will lead to substantial
overheads on SUs as well as CR networks, because the higher
layer authentication is considered to be energy inefficient,
heavy computation, and time consuming.

In this letter, to completely identify PUEAs and PUs at PHY
layer over multipath Rayleigh fading channels [6] in mobile
CR networks, a cross-layer intelligent learning ability of SU is
exploited to establish RF databases by seamlessly combining
the accuracy and ability of higher layer authentication [5] with
the quick detection of PHY layer. The proposed cross-layer
design not only differentiates different Txs, but also exactly
tells the identity of a Tx as either a PU or a PUEA by using
the PHY layer. To the best of our knowledge, this important
issue has not been disclosed in previous works. Simulations
confirm the advantages of the proposed detection method.

II. SYSTEM MODEL
A. Channel Model

Our system consists of a set of PUs, SUs and PUEAs, co-
existing within a mobile CR network based on orthogonal
frequency-division multiplexing (OFDM) with N subcarriers
using burst-mode transmission that includes M consecutive
symbols. Some malicious Txs (PUEAs) can emulate the signal
of PUs to achieve their selfish aims. In this letter, h,,(n,)
denotes the /th channel impulse response of multipath channels
at time n with (L+1) uncorrelated taps, undergone by the
mth OFDM symbol. Based on the assumption of wide-sense
stationary and uncorrelated scattering, the cross-correlation of
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the channel response within a symbol can be expressed as

E[hm(nl, lﬁh;(ng, lz)] = E[hm(nl, ll)h:n(n27 lz)]é(ll — 12)
= Jo(BA)Th li=tu=1, (1)

where 0 (-) is the Dirac delta function; Jy(-) is the zeroth-
order Bessel function of the first kind; A = ny —ny; aim(l) =
E [|hm, (1) [?] is the Ith channel-tap power, and 3 = 27 4T,
fa is the maximum Doppler shift, T is the sampling interval.

The complex data are modulated onto the N subcarriers
by means of the inverse discrete Fourier transform (IDFT). A
cyclic prefix (CP) of length N¢p is inserted at the beginning
of each OFDM symbol to prevent intersymbol interference
(ISI) and preserve the mutual orthogonality of subcarriers. Fol-
lowing serial-to-parallel conversion, the current mth OFDM
symbol z,, (n), n € {0,1,...,N+ Ncp — 1}, is finally
transmitted through a multipath channel h,, (n,l). Because
of CP, the transmitted data have the following characteristics:
if ny # ny and ny # ny + N, then the correlation of x,, (n)
is E [y, (n1) 2}, (n2)] = 0; otherwise E [x,, (n1) z}, (n2)] =
02, where o2 is the signal power on the transmitter side.

B. Channel-Tap Power Estimation

From [3], on the receiver (SU) side, the correlation between
the received sampled current data &, (n) and separated-by-N
data Z,, (n + N) can be written is a vector form as

r=0.Jo(BN)Dp = uDp
T
,Uzm(L)] is the transpose
vector of channel tap-powers; D is a matrix with unity and
zero elements [3], and p = 02.Jo(BN) is a constant when the
coherence time is larger than the symbol duration. From (2),
the channel-tap power estimation of TX, P, can be obtained

3)

where DT denotes the pseudo-inverse of D and # is the
maximum likelihood estimate of r with Gaussian distribution
[3]. Since the estimate (3) is a linear combination of r, p is
also Gaussian distribution with

p~ N (p,C) “4)

where p = p~'E [D'f] and C = p~2Cov (D'#) are the
mean vector and covariance matrix of p, respectively, and N,
represents the Gaussian distribution for a real random variable.

2)

where p = [U;%,n(o)vaim(l)""

p=p 'Dit

ITII. PROPOSED CROSS-LAYER AUTHENTICATION
A. Constructing Fingerprint Databases for Identification

The mobility of Tx and SU pairs leads to variation of
channel-tap powers; however, its statistical parameters (P, C)
do not change within the channel coherent time interval, which
are utilized as the RFs to detect PUs and PUEAs. To initialize
RF databases, the SU utilizes the higher-layer authentication
in [5] to identify PUs and PUEAs accurately. Then the SU
determines p of PUs and PUEAs using (3) and records their
statistics in PU and PUEA databases, respectively. The PU and
PUEA databases compose of the FPs of all PUs and PUEAs,

ie. (p},Cl) and (pj', C}'), respectively, where j =1,...,.J,
k=1,...,K, J and K are the numbers of PUs and PUEAs,
and superscripts I and A refer to PU and PUEA, respectively.
For simplicity, C§ ~ Cf = C in low signal-to-noise ratio
(SNR). These databases are initially established by higher
layer authentication, updated and tracked by PHY layer.

Owing to the time-varying property of wireless channels that
become uncorrelated after the channel coherence time [6], the
use of out-of-date RFs in the databases raises the false alarm
probability of the channel-based detection method. Therefore,
we use a timer for each record, and delete the out-of-date RFs
of PU and PUEA in the databases. Once the timer exceeds
the maximum lifetime, which should be less than the channel
coherence time, the SU will estimate a new channel-tap power
and compute (P, C). The maximum lifetime is configured as
approximately the inverse of Doppler frequency [6].

The fingerprint of PUEA k in the database is 1‘),?‘, which
is a vector including Ngp elements, namely ﬁ,?(i)J =
0,1,...,Nep — 1. If we denote b as the number of bits used
to quantize each element ﬁ,?(i), then the memory size of each
fingerprint is bx N¢p bits, where x denotes the multiplication.
Hence, the memory capacity for PUEA database at the SU is
K x b x Ngp bits. Similarly, the memory capacity for PU
database is J X b X Ngp bits. Thus, the overall memory
capacity is linearly proportional to the number of PUs and
PUEAs, i.e. b X Nop x (J + K) bits.

B. Resemblance Test Using Channel-Tap Power Estimation

After the SU determines p, it checks whether PU and PUEA
databases exist fingerprints of PUs and PUEAs that resemble
the property of p. The resemblance test for the PUEA database
is similar to that for the PU database. To check whether the
property of p resembles RFs of PUEAS stored in its database,
say PUEA k with RF p;, the SU correlates p with p; by a
threshold ~. Let a transformation be applied to each entry,

pe=C2(p - p}) 5)
where C~1/2 is the inverse matrix of C!/? that is given
by C = C'/? (Cl/z)T. The channel length is assumed to
be Ncp without any need to estimate L, such that p; has
N¢p uncorrelated elements that are normally distributed. An
element in p¢, say p;(i), belongs to the PUEA k with a
confidence interval P (|p;(i)| < k) = v, where P (-) denotes
the probability, x = Q71 ((1—wv)/2), and Q1 (-) is the
inverse @ function. Since p; has Ngp ii.d elements, the
probability that p; belongs to the PUEA k is

P(1p(0)] < A, [p(1)] < Ry [P (NG — 1)] < #)
Nop—1
= II PUsi)] < r) = vNer
i=0

If |pe(i)| < K, Vi , D passes the resemblance test for the PUEA
k, which means that Tx resembles the PUEA k. The set of all
users in the PUEA database passing (6) is denoted by Apgss.
Similarly, the resemblance test for the PU j can be obtained
as (6) by replacing f);j in (5) with f)jl. that is fingerprint of the
PU j stored in the PU database. The set of all users in the PU

database passing (6) is denoted by Z,qss.

(6)
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C. Tx Authentication and Database Update

Figure 1 illustrates the proposed cross-layer assisted deci-
sion flow. After the SU performs the resemblance test for the
Tx by correlating p with the fingerprint of all users stored in
the PU and PUEA databases, it makes a binary decision D!
and D4 € {0,1} , respectively, as follows,

DI :{ ]-7iprass 7& (Z)

0, otherwise
where () is an empty set, which denotes that no RFs of users in
the PU database pass (6). When DT =1, the SU must find a
PU that best matches the Tx. This PU is chosen by searching
over RFs of PUs in the 7,4, and satisfied the condition

(7

arg min |f)§ -p )
{Vi € Zpass }
The RF of the best match of PU j* is ﬁJI Similarly, when
D4 =1, the SU finds a PUEA that best matches the Tx,

*

j =

k* = arg min ’f),? — f)‘ )
{Vk € Apass}
The RF of the best match of PUEA k* is f)‘,j*. Next, the
SU combines D! and D4 to decide the use of higher layer
authentication or PHY layer detection as follows,

00, perform higher layer authentication
01, Tx is determined as the PUEA k*

InA _
DDT = 10, Tx is determined as the PU j* (10)
11, perform the channel-based detection
There are 4 possible outcomes. 1) D'D4 = 01, only

Apass # 0. The PHY layer decides the Tx as the PUEA k*
and updates the fingerprint of PUEA k* by fingerprint of Tx.
2) DIDA = 10, only Z,.ss # 0. The PHY layer decides
the Tx as the PU j* and updates the fingerprint of PU j* by
fingerprint of Tx. 3) DIDA = 00, Zpuss = 0 and Apgss = 0,
the property of p doesn’t resemble any fingerprint of users
stored in both PU and PUEA databases. The SU invokes higher
layer authentication [5] to accurately identify Tx as a PU or a
PUEA and stores the updated statistics of p in the PU or PUEA
databases, respectively. Hence, for subsequent detection, as the
property of p resembles the fingerprint stored in the databases,
the SU only uses the PHY layer detection method without the
need to invoke higher layer authentication again. 4) Otherwise,
the SU uses channel-based detection by PHY layer to detect
the Tx as the PUEA k* or the PU j* introduced in the next
subsection. Similarly, PHY layer also stores the update-to-date
statistics of p in the PU or PUEA databases, enabling the
variation of wireless channels to be tracked.

By using the cross-layer design, the SU can significantly
reduce the workload of the higher layer authentication. More-
over, the PHY layer can completely detect Tx as a PUEA or a
PU because RF of new Txs is supplemented in the detection
databases established by the higher layer authentication.

D. Channel-based detection by PHY layer
As DIDA = 11, the PHY layer employs the hypothesis test
to determine whether the Tx is the PU j* or the PUEA k¥,
Ho : p belongs to the PU j* (11
‘H; : p belongs to the PUEA k*

v v
The property of f) resembles

The property of f) resembles

fingerprints of PUs? fingerprints of PUEAs? N
Yes, No No Yes
D' =1 D' =0 D=0 D=1

Find the best N 7 y Find the best
match of PU ;" Combine D" and D match of PUEA .

D' D* :10‘

D'DA:OO‘ D'D* :01‘ ‘D’DA:H‘

Using higher layer Using hypothesis test
authentication based on {’

Determine Tx as a PUEA and
update the fingerprint of Tx in
PUEA database

i

Determine Tx as a PU and
“— update the fingerprint of Tx in
PU database

[

Fig. 1. Cross-layer assisted decision flow used in PU and PUEA detection.

From (4), the properties of the hypotheses are

{Hozf) ~ N, (pl..C)
Hi:p ~ N (pih,C)

The SU utilizes the log-likelihood ratio (LLR) test of p in [3]
to differentiate Tx as the PU or PUEA as follows,

¢=p"C" (pi- — Bj-)

(12)

L4 T A "
—5 (B +5j:) C' (B —Bj-) = m
Ho

13)

where 7) is a decision threshold. Since ( is a linear combination
of P, so according to (12), it is distributed as

Ho:C~ N, mo,ag

(14)
Hi:C~ N, ml,ag
where
m 71(—1 _=A ch1 A =TI
0=75 Dj~ pk*) (pk* pj*)
1
m=3 (B —p}) C7 (B —B)) ()
_ I \T ey _
ot = (P —bj-) C* (Pi- —Pj-)

The Neyman-Pearson detector is adopted to achieve a constant
false alarm rate, Py,, which is given by

Ppo =P (¢ >nlHo) = %erfc (TI — mo> (16)

V20,

where erfc(-) is the complementary error function. Therefore,

the threshold at the detector can be calculated as
n = V20cerfc™ (2P,) + mq (17)

Let S denote the event that Tx is identified as a PUEA.
The probability of PUEA detection using the hypothesis test,
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P(S|D'D4 = 11) = Py, is given by

n—m

Voo (18)

1
Py=P(¢>nH1) = §erfc

E. Probability of Detection Using Cross-layer
The overall PUEA detection probability using cross-layer is

P(S) = P(D'D# = 00)P(S|D'D* = 00)

+ P(D'D? = 11)P(S|D'D* = 11)

+ P(D'D?* = 01)P(S|D' D = 01)

+ P(D'D* =10)P(S|D'D* =10)  (19)
where P(S|D'D# = 00) and P(S|D'D# = 01) are the

probability of PUEA detection using higher layer authenti-
cation and PHY layer detection that p only resembles finger-
prints of users in PUEA database, respectively, which are equal
1. P(S|DT D4 = 10) refers to the Py,. The priori probabilities
P(D'DA = 00), P(D'D# = 11), P(D'D# = 10), and
P(D!D# = 01) are obtained by numerical simulations.

IV. PERFORMANCE EVALUATION

Monte Carlo simulations are conducted to evaluate the
performance of the detector. The simulated modulation scheme
is QPSK. The signal bandwidth is 0.8 MHz, and the radio
frequency is 2.4 GHz. The subcarrier spacing is 12.5 kHz. The
OFDM symbol duration is 80 ps and N = 64, Nop = 16. We
use b = 16 bits to assess the performance. The Doppler effect
is verified using vehicular test environment of International
Mobile Telecommunications-2000 (IMT-2000) standard with
recommendation ITU-R M.1225 [7]. The parameters of chan-
nel B from table 5 in [7] with the number of taps (L+1) =6
and velocity of the mobile node equal to 70 km/h are utilized.
All the results are obtained by averaging over 5000 simulation
runs with the confidence interval v = 90%.

To compare the performance of the proposed mechanism
with that of PHY layer detection in [3], Fig. 2 plots P(.S)
against Py, under various SNRs. As shown, P(.S) approaches
1 rapidly as SNR increases, which means that the proposed
method can reliably detect PUEA. Figure 3 plots P(.S) versus
Py, for various M’s at SNR=—2 dB. For Py, = 0.1, P(S) =
0.9673 can be achieved with M = 30, and P(S) = 0.6147
can be achieved with M = 8 using the cross-layer design.
Meanwhile, using only PHY layer, probabilities of detection
are 0.868 and 0.516 for M = 30 and M = 8, respectively.
As shown, the performance of the proposed approach based
on the cross-layer design can be improved compared to that
using only the PHY layer detection. However, the detection
time of [3] using only the PHY layer is faster than the pro-
posed method. Notably, the performance can be improved by
increasing M but the detection time also increases. Comparing
Fig. 2 with Fig. 3 it reveals the trade-off between M and SNR.
The influence of M on P(S) is greater than SNR on P(S);
therefore, increasing M is a good strategy for operating in the
low SNR environment. Furthermore, the results also reveal
that the simulation values of P(S) and Py, are close to the
analytical results. This indicates that, the proposed design is
very promising for future mobile CR networks.
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Fig. 2. Probability of detection as a function of Py, for various SNRs.
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V. CONCLUSIONS

The uniqueness of channel-tap powers between the SU and
Txs is utilized as a RF to detect PUEA and PU in mobile CR
networks. In addition, this letter proposes cross-layer design to
completely detect PUEA and PU based on detection databases
established by seamlessly combining the accuracy of higher
layer authentication with the quick detection of PHY layer.
Simulations demonstrate that the proposed technique greatly
enhances detection efficiency of PHY layer.
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