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Abstract—The article describes a collective digital signature
protocol based on the difficulty of the discrete logarithm problem
modulo a composite number that is a product of two strong primes
having the 2:1 size ratio. The usage of difficult problems provide
signature protocol with security improvement, because the
probability to break the protocol has been reduced significant. This
can be achieved due to the appearance of breakthrough solutions in
the area of the factoring problem and the discrete logarithm
modulo a prime problem. One of the features of the protocol is
using the non-cyclic finite group. After selecting appropriate
parameters which provide 80-bit security, the size of the proposed
collectively signature is 240 bits and is not dependent on the
number of signers.
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L

In automated information systems digital signatures (DS) to
electronic documents are usually computed using the public-key
DS protocols. The DS algorithms used in practice are based on
the computational difficulty of the following three problems: i)
factoring a composite integer n = gr, where g and r are two
strong primes [1] (for example, RSA [2], Rabin DS algorithm
[3], the signature scheme [4-6]); ii) finding the discrete
logarithm modulo a large prime p [7] ; iii) finding the discrete
logarithm on an elliptic curve (EC) of special type (the DS
standards ECDSA [8]). Among DS schemes representing
significant practical interest one can mention the collective DS
(CDS) protocols based the difficulty of the discrete logarithm
problems [9-11]. The CDS protocols extend the application
areas of the public-key DS technology in practical informatics.
Security of the DS protocols is due to the following two facts 1)
the best known algorithms for forging a signature are
computationally infeasible and ii) the probability of the
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appearing of a breakthrough algorithm, which is used to solve
the computationally difficult problem put into the base of the
protocols in the foreseeable future, is negligibly small. In order
to improve security DS protocols in [12-14] propose such design
of the protocols that forging a signature requires to solve
simultaneously two independent computationally difficult
problems, i.e., factorization problem (FP) and the discrete
logarithm (modulo a prime) problem (DLP). However, in the
proposed protocols in [12-14], the signature size is more than
1024 bits. An alternative approach [15], which is based on the
use of computational complexity of the DLP modulo a
composite number »n that is difficult for factoring the
decomposition of modules, provides 3 solutions. Those are
reducing the size of the signature, increasing a performance of
the protocol and extending types of the cryptographic protocols
based on the computational difficulty of the simultaneous
solving the FP and DLP modulo a prime problems. Justification
of the cryptoschemes based on the computational difficulty of
solving simultaneously two independent hard problems, is
connected with the term of integrated security parameter, W/P
ratio[12], where W is the computational difficulty of the hard
problem put into the base of the cryptoscheme, and P is the
probability of the appearance in near future a breakthrough
algorithm for solving that problem. Thus, raising the value W
or/and reducing the value P will increase(s) the integrated
security parameter. If breaking a public key cryptoscheme
requires solving simultaneously two independent hard problems,
the probability P will be significantly reduced. In this paper,
using the approach by [15], we proposes a design of the
collective DS protocols based on the computational difficulty of
the DLP modulo n = pgq, where p and q are two strong primes
such that their size ratio is 2:1. A peculiarity of the proposed
protocol consists in using computation in a finite non-cyclic
subgroup G of the multiplicative group Ln First, it is
constructed the protocol of individual (ordinary) signature based
on difficulty of the DLP mod n and then the individual signature
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scheme is modified into the collective DS using the approach
proposed in [9,10].

II. BASIC PARAMETERS OF CRYPTOGRAPHIC SCHEME

Initially, 240-bit signature scheme is constructed (the base
DS scheme) and then it is used as the base DS algorithm while
designing the collective DS protocol in frame of the approach
proposed in papers [9, 10]. In the base DS scheme, there is a
used noncyclic subgroup G of the multiplicative group Z» of a
finite ring Zn where n is a natural number equal to the product
of two strong primes g and p having the size |g| = A bits, |p| = 2A
bits, correspondingly. The parameter A is selected depending on
the required security level, for example, A = 512 bits in the case
of 80-bit security and A =~ 1232 bits in the case of 128-bit
security. Numbers ¢ and p are secret and have the following
structure: p = N,#+ 1 and ¢ = N, + 1, where N, and N, are two
large even numbers; 7 is a p-bit prime number (for the resistance
equal to 2" modular multiplication operations, we should choose
the value p > W). The used subgroup G has the order /* and it is
generated by two integers o and [ that generate two different
cyclic subgroups of Z;, each of them having the prime order 7.
In [16], the authors proposed a probabilistic procedure for
finding the values a and B, such that the probability that they
belong to the same cyclic subgroup of order r is negligible.
Although that procedure suites well for practical applications, it
is not deterministic. In this paper, we implement the following
deterministic algorithm for finding values o and [ that
guaranteed set a noncyclic primary subgroup G having an order
equal to /.

A. Algorithm 1

1. Generate a value y having order equal to » modulo p.
2. Generate a value 0 having order equal to » modulo g.
3. Select at random values 0 </ <rand 0 <k <7 and find

the value a that satisfies the following system of congruences:

7" mod

Jmotr (1)
5" modg

4. Select at random values 0<g<r and O0<m<r

satisfying the condition gh # km mod r, and find the solution 3

of the following system of congruences:

{ﬁ =y*mod p
()

B=8"modq
This algorithm outputs the values o and [ that belong to
different cyclic subgroups having order r», so the products
(modulo n) of all possible powers of the values o and  compose
a primary subgroups having order /*. Indeed, the order of o and
B is equal to r, since the following formulas holds:

{{a’ =" =1mod p} U {a’ =§" =1mod q}} =’ =1modn;(3)

o

[74

{{ﬁ" =¥ Elmodp}U{ﬁ’ =5" Elmodq}}nﬁ’ =lmodn. (4)
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In addition, the following statement also holds.

B. Statement 1.

Algorithm 1 outputs the values o and  such that inequality
a # B* mod n holds for all values d € {1, 2, ..., r}.

Proof. 1t is obvious that the inequality o # " mod n. Suppose
that for some value de {l,2,...,r—1} the -equality
a = B mod n holds.

From (1) one can get the following:

{B*=7"mod p} = {B=7""mod p}and
{B’=8"mod g} = {B=7""mod g}

From (2) one can get the following:

(v* =7 mod p} = {g = k/d mod r}and
(8" = 8" mod ¢} = {m = h/d mod r}.

Therefore we have {d=k/gmodr} and {d=h/m modr},
hence km = hg mod r. This contradicts condition gk # km mod r,
used in step 4 of the algorithm when choosing g and m. The
assertion is proved.

Thus, due to Statement 1 the product (mod n) of all
possible powers of the values o and B generate / different
values of the form g! ﬁf mod 71, each of which has order equal

to r: (a;ﬁf ]r =g" 7 =1-1=1modn.

In the proposed collective DS protocol below it is assumed
that the parameters 7, a, B, and » are generated by some trusted
party using randomly selected strong primes p and ¢ having the
size providing the required security value. After the computation
the parameters n, o, B, and » the secret values p and ¢ are
destroyed. Each user generates her/his private key as a pair of
the random integers x and w (1 <x<r; 1<w<r) and to
compute the public key y in accordance with the following
formula: y= Q{xﬁw mod 7.

C. The p-bit signature generation procedure is performed as
follows:

1. Select at random values k<7 and ¢#<r and calculate
R=a"f modn.

2.  Using some specified 2p-bit hash function Fy(M)
calculate the hash value H corresponding from the message M.
Interpret the value Fy(M) as a concatenation of two p-bit
numbers: Fy(M) = H,||H,.

3. Calculate the first p-bit element E of the signature:
E=Fy(M, R) mod r.

4. Calculate the second p-bit element S of the signature:

_k+xE

S mod 7.

1
5. Calculate the third p-bit element U of the signature:

r+wE
U= » mod 7.

The triples of numbers (E, S, U) is the signature to the
electronic document M. The signature length is fixed and equals
to 3p.
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D. Verification of the DS is performed using the public key y as

follows:

1. Compute the value Fy(M) = H,||H>.

2. Compute R= J'_EQSHlﬁLHf mod 7

and f— f, (M,ﬁ)mod r.

3.  Compare values £’ and E. If E'
is valid. Otherwise the signature is false.

The value p should be consistent with the size of the
modulus n, which is equal to 3A bits, and both the value p and
the value A are chosen depending on the required security of the

protocol. To provide 80-bit (128-bit) security we should use the
parameters p > 80 (p > 128) and A > 512 (A > 1232).

E, then the signature

III. COLLECTIVE SIGNATURE PROTOCOL

Using the previously described DSS we can propose the
following 3p bit collective signature protocol. Suppose the ith
user owns the public key y; depending on his private key (x;, w;)

as follows: y; = ocxiBWi mod n, where i = 1, 2, ..., s. Given an
electronic document M and m (m < s) users owning the public
keys y1, 2, ..., ¥ should sign it simultaneously.

Compute the collective public key y: y= H ¥, modn.
i=1

A. The following protocol produces the collective digital
signature (CDS):

1.
computes the public value R, = akiB[i mod n, wherei=1,2, ..., m
and sends R; to all signers.

2. One of them calculates the common randomization

value: R = H R mod n.
pik

Each i-th user selects at random values k; and ¢, and

3. Calculate the first p-bit element of the CDS:
E=Fy(M, R, y) mod r, where Fi(M, R) = H\||H,.
4.  Each signer computes its shares signature S; and U;

using the hash function values H; and H, corresponding to the
document and the value FE, is given below:

S, = kit nE modr,
1
U = LT w“'Emod r.
5. Calculate the second element of the CDS:
n Zk-" +E Z X,
S=%g5 = = modr.
; I; Hl
6.  Calculate the third element of the CDS:
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” i i+ Ezm: W,
U=>U == = modr.

i=1

-

The triples of numbers (£, S, U) is the CDS to document M.
The CDS length does not depend on the number of signers and
equals to 3p.

B. Verification of the CDS is performed using the collective
public key y computed as product of the public keys of all
signers.:

1. Calculate Fy(M) = H,||H,.

2. Compute the collective public key y= HJI.- modsn.
inl

3. Calculate R = y~* o™ "2 mod n

and E=F, (Ju’, ﬁ,;‘)mod r.
4. Compare values E and E. If E = E, then the signature
is valid. Otherwise the signature is false.

Correctness proof of the described CDS protocol is as
follows.

Substituting the value U and S in the right part of the
verification equation R = 32 o™ %2 mod n we get:

i=1

E[az’;x: ﬁz’;«:] oIS g T

R= J‘—zaeﬂlﬁm;

m Jp—
B 2Rt E 2
1 A

m Jp—
i i tE %

3 oA
/3 1
m
ZW;

_ES [ — moam
E ‘{IZ:'-I"I"‘“FLZ:}-lx"ﬁZHJﬁ—LZH“i —

e M ry
ot > Hxiﬁ—z. v a

=l

{I_E Z :1:"6

43
4z

bR ]

¥

"‘fﬁ'"" - ﬁR.- = Rmod n

i=1

Tk
a™ g

(i«
i=1

= R=R

= E=E.

The last equality proves the correctness of the protocol
developed by the collective DS. Thus, the collective DS that is
formed using the private keys of all signers is recognized by the
signature verification procedure as a valid CDS.

IV. CONCLUSION

In this paper, we proposed a new collective DS protocol with
the 3p-bit signature size which provides p-bit security. The
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protocol is the first that is based on the computational difficulty
of the DLP modulo a composite number n=pg. The prime
factors p and ¢ satisfies condition p ~¢* that is difficult for
factoring. Solving the used computational problem is as difficult
as simultaneous solving the FP and the DLP modulo prime p
[15]. Therefore the proposed protocol can be considered as a
cryptoscheme having significantly higher integrated security
parameter W/P introduced in [12]. The individual signature
scheme described in Section 2 can be also put into the base of
the blind DS and blind CDS protocols detailed consideration of
which represents an individual work.
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